AlK «BbacTtnoH-2» PostgreSQL
UcTtopusa nameHeHunmn

2.1.14.23505 (2.1.14.1) — 25.03.2024

CnctemHble

[*] AnnHa nonen Pamununa, Uma n Otyectso yBenmnyeHa Ao 100 cumBonos.

[+] Aob6aBneHa BO3MOXKHOCTb NepeaaTb KOA KapTbl U3 cOBbITUA-TPUITEPA B AEMCTBME CLLEeHapuA.
bacTuMoH-2 — Penankauyma

[+] BHeceHbl usmeHeHus, 4Tobbl dunmansl ¢ «bactmoH-2 — Pennukaumnen» mornu pabotaTb B
ofHOM cnucteme ¢ punnanamu «bactmoH-3 — Pennmkaumm».

bacTnoH-2 — bropo nponyckos

[*] Npu BKAtoyeHMUM GUNBLTPOB MO AaTaM Hayana / OKOHYaHMA OENCTBMA MPOMYyCKa TaKkKe
yumnTbiBanocb Bpems. McnpasneHo.

[*] Npu copTnpoeke no PO He BbINOAHANACL COPTUPOBKA NO MMEHU 1 oTYecTBy. McnpaBnieHo.

[+] B dopme «InemeHTbl ypoBHeW AocTyna» gobaBneHa BO3MOXHOCTb KOHTEKCTHOIO MOMCKa
TOYekK npoxoaa.

[+] Aob6aBneHa 3anncb Noros MmnopTa / aKcnopTa NPonyckos B ¢ainbl (B nanky yctaHoBKK AMNK
«BacTnoH-2»).

[+] OobaBneHa BO3MOXHOCTb Noucka no Homepy TC npu dopmupoBaHuM otyeta «O
npuHaanexHoctu TC cnUcKy NepcoH».

[+] B dopme Bblaaum KapTbl gobaBaeHa BO3MOMKHOCTb BBECTU HOMEP KapTbl B BUAe Homepa TC,
C aBTOMaTMYECKMM Npeobpa3oBaHMEM B HOMEP KapTbl.

bactnoH-2 —YPB lpo
[+] B «deTanbHOM OTYETE» AobaBneHa AeTa/IM3aUnsa BPpEeMEHU HAaXOXAEHUA BHe paboyeit 30HbI.

[*] WUcnpaBneH pag 3amedvaHuin NO OTOOPAXKEHUID HEKOPPEKTHbIX AaHHbIX B «[eTanbHom
OTYETEN.

[*] B otyetax «[Ons pykosBoauTenen noapasgeneHuii» n «O BbipabOTKe HaKoNaeHuem 3a
nepuoa» AaHHble 0 BXode B 061acTb KOHTPOAA Tenepb OTOOparkatoTca, Aarke ecnn He 6blio
COOTBETCTBYIOLLErO BbIXOAA.

[+] AobaBneH «OTYET NO NOAPAAHBIM OPraHu3aUMam», oTobpaskatoLlmnii oTpaboTaHHOE Bpems B
paspese no opraHmMsaumam n nx COTpyaHUKam 3a mecsadu,

bactnoH-2 — OTYéT lpo
[+] Lob6aBneHa BO3MOXKHOCTb CTPOUTb OTYETbI C PUNbTPALMEN NEPCOH NO NOAtO «[parKAAHCTBOY.
[+] Aob6aBneHa BO3MOXKHOCTb MOUCKA B GUABLTP MO OPraHM3auUAM U NOLPA3LENEHUAM.

[+] Ha ¢opme oTobpaxkeHua mecta cobbiTMa Ha KapTe M'MC pobaBneHo oTobpakeHne OTMETKM
TOYHOro mecta cobbITus.



bacTuoH-2 — NHdopm
[*] O6bHoBNEeHa NnogaeprKKa Telegram YTOObI HOBbIE aKKayHTbl MOI/IM NOyYaTb YBEAOM/IEHUS.
bactnoH-2 — Peryna

[+] [OdobaBneHa BO3MOMHOCTb CKpbIBaTb WCXOAHOE W306paxeHWe [OOKYMEHTa npwu
CKaHUPOBAHUW.

bactnoH-2 —OPCUA 1.1.3
[*] UcnpaBneHa yTeuka NnamsaTK, KOTOpaA MOrna NPUBOANTb K 3aBMCAHUAM CUCTEMBbI.
BactnoH-2 — SNMP Arent 1.0.5

[*] UcnpaBneHa npobnema c NPOU3BOAUTENLHOCTbIO Ha CUCTEMAX C BONbLWIMM KONMYECTBOM
YCTPOMCTB.

BactnoH-2 — Web-3aaBka 4.5.3.4

[*] NopanepKa yBennyeHHom aauHbl none PNO.

2.1.13.23493 (2.1.13.4) = 17.10.2023

APM «btopo nponyckos»

[*] B HeKoTopbIx Cy4Yasx BO3HMKaNa OWMOKa Npy NOUCKe NepcoHbl B 610pO MPOnycKoB nyTem
NPWKNAAbIBaHUA €ro KapTbl K HACTO/IbHOMY CYMTbIBATENO (MOMCK NPON3BOAMACA MO yCEYEHHOMY
Koay KapTbl). McnpasneHo.

[*] 3HaunTenbHO ycKopeHo 0bHOBAEHUE BObLLINX CMUCKOB NPOMYCKOB Ha raBHOW dopme.
YnpasneHune cxemamm b/l

[*] 3HaunTenbHO yCKOpeHOo yaaneHue 60NbLIOro KoAM4YecTBa 3anucer U3 KypHana YPB npwu
OYMCTKE NPOTOKoa cobbiTniA YPB.

BactmoH-2 — YPB

[*] Otyetbl «O HaxoauBWWXCA Ha TeppuTopum» M «O HAXOAMBLUMXCA HA TeppuTOpuM 3a
NPOMEXYTOK BpeMeHW» He BbINONHANNCL MO BCEM NOApPa3[esieHUAM B HEKOTOPbIX Cay4dasnx.
NcnpasneHo.

bacTuoH-2 — NHdopm

[¥*] ObHoBneHbl 6ubnmMotekn ana pabotbl ¢ 6oTamm Tenerpam, 4ytobbl NoaJep>kaTb HOBblE
Bepcun Tenerpam.

bactnoH-2 — Active Directory

[+] NobaBneHa BO3MOKHOCTb OTK/IIOYEHNA NOTMPOBaHNA AEACTBUIA areHTa 610KMPOBKKU pabouel
CTaHUUN.

bactnoH-2 — Ayamt
[*] He Bcerga npoTOKO/IMPOBaNOCh MMA onepaTopa, M3MEHWBLUEro AOMKHOCTb. MicnpaBaeHo.
BactroH-2 — Elsys Mobile

[*] Bepcua gpansepa obHoBneHa go 1.3.2. Noanep»KuBatoTca HOBble GYHKUMM MOBUABHOIO
KnneHTa Bepcumn 1.4.



[+] OobaBneHa BO3MOXKHOCTb paboTbl ¢ KapTamu Mifare B 3alMLLEHHOM peXKUME.

[+] AobaBneHa BO3MOMKHOCTb yNpaBAeHWUA NPUBA3AHHbBIMW TOYKAMM MPOXOJA CTALMOHAPHOM
CKyA.

[+] Mpu oToGpaxkeHMN cobbITUIN UCNOAL3YIOTCA LUBETA U3 LIBETOBOM cxeMbl bacTnoHa.
[+] Job6aBneHa BO3MOXKHOCTb MPOCMOTPA OTYETA O HAXOAALLMXCA Ha TEPPUTOPUMN.
[+] OobaBneHa MHAMKALMA CKOPOCTU 3arpy3KM AaHHbIX.

[*] NpoBegeHa onTMMKM3aLMA PaboTbl CUCTEMbI B PA3/IMYHbBIX PEKMMAX.
BacTnoH-2 — Elsys

[*] Bepcusa apaiBepa obHoBNeHa Ao 1.2.17.

bacTtnoH-2 — Elsys v2

[*] Bepcusa apaiBepa obHoBneHa a0 2.0.5.

[+] B cnncok obopyaosaHua aobasneHbl KoHTpoanepbl JIKA-KC-2000.

bacTnoH-2 — KeyGuard

[*] Bepcusa apaiiBepa obHoBneHa ao 1.0.8.

[*] UcnpaBneHbl HEKOTOPbIE OWMOKM NPU MHULMANN3ALNK, CBA3AHHbIE C HEXBATKOM NamATK Nog,
CMUCKU KNHOYEN.

[*] HacTpolika nogKntoueHna Ha CTpaHMLLEe HAaCTPOMKM KAOYHULbI NepeHeceHa HaBepxX.
bactnoH-2 — OPC UA

[*] Bepcus apaiBepa obHoBneHa a0 1.1.2.

[+] AobaBneHa BO3MOXHOCTb duNbTpaLMmn cobbITU, Nepeaasaembix Yepes OPC UA.
bacTnoH-2 — 3apAa v2

[*] Bepcusa apaiiBepa obHoBneHa ao 1.3.4.

[*] Bxoagbl KNC. MepeaenaHbl cobbiTa 1 coctoAaHuA ans Bxoaos KJ/1C, ncnpasneHa owmnbKa B
06paboTKke MOHUTOPUHIa COCTOAHMI BXOA0B.

[+] AobaBneHa 0bpaboTka cOCTOAHUA Tamnepa.

BacTnoH-2 — MNyHKTUp-A

[*] Bepcusa apaiBepa obHoBneHa a0 1.0.3.

[+] AobaBneHa noaaepskka paboTbl ¢ Moayaamm «MyHKTUP-PM-Y» u «yHKTUP-PM-MP».

[+] AobaBneHo BKAOYeHMEe pene moaynei «PM-Y» no ¢opmynam ¢ BO3MOXHOCTbIO YKasaHuUs
HomepoB GopMya B KOHPUTYpaTOpe UAN B CLUEHAPUAX.

bacTnoH-2 — [MyHKTKp-C

[*] Bepcusa apaiiBepa obHoBneHa ao 1.1.5.
BactnoH-2 — C2000

[*] Bepcusa apaiBepa obHoBneHa Ao 1.1.11.

[+] Job6aBneHbl cObbLITUA OTKPLITUA/3aKPLITUSA KOpNyca OT Waenkdos.



bactnoH-2 - Cupuyc
[+] OpariBep aobaBneH B KOMMNAEKT NOCTABKMU.
bacTnoH-2 — SecurOS

[*] Bepcus apaiBepa obHoBneHa a0 1.2.3.
[*] AobaBneHa noaaepskka HoBbIx Bepcuii MO SecurOS.

[*] AononHeHa AOKyMeHTaUuMS.

2.1.13.23477 - 03.02.2023

BHumaHue! Bepcua tpebyet o6HoBNneHuna B4 go 2.1.13.3.
APM «btopo nponyckose»
[*] Npn umnopTe n3 CSV-painnos nopagok nosen 6bin *KecTko GpuKcMpoBaH. MicnpasneHo.

[*] Npu umnopTe NPONYyCcKOB C OAMHAKOBbIMU TabeNbHbIMWU HOMEPAMM B PA3HbIX OPraHM3aLmax
BO3HMKAN oWKNBKK. MicnpaBneHo.

APM OnepaTtopa

[*] B HekoTOpbIX cAy4asax MOrAnM OBHYNATbCA CYETYMKM MepcoHana y obnacte KOHTpoNs.
UcnpasneHo.

bactnoH-2 — Peryna

[*] He paboTano NoBTOpHOE CKaHMPOBAHME OAHOrO M TOrO Ke AOKYMEHTa Moc/e nepenayu
AaHHbIX B APM «Bbtopo nponyckos».

[*] Npu panTenbHol paboTe CO CKAHMPOBAHMEM AOKYMEHTOB TEPANOCb coeanHeHne ¢ Regula
SDK. UcnpaBneHo.

bactnoH-2 — OPC UA Cepsep 1.1.1

[+] OobasneH ppaiiBep anAa wHTerpauum AMK «BacTMOH-2» € BHEWHMMW CUCTEMaMMU C
ncnonb3oBaHMem nHTepdericos OPC UA. BO3MOXKHOCTM aHaNOrM4YHbl moaynto «bactmoH-2 — OPC
cepsep».

bactnoH-2 —Face 1.1.2

[+] Bo3morkHOCTb paboTbl He TONbKO C ApariBepom «bacTnoH-2 — Elsys», HO ¢ noboimn CKY/[,
nHTerpupoBaHHbimu B AlMK «bacTUOH-2».

[+] Ucnonb3ytoTca HoBble onoBeLLeHMA 0 cmeHe doTorpadpum.

[+] BO3MOXKHOCTb HACTPOMKM HEOOXOAMMOCTM CUHXPOHWM3ALMKM MPOMYCKOB, Yy KOTOPbIX He
BBegeHa ¢poTorpadms.

[+] BupTyanbHble TOYKM [OCTyMa Tenepb NPeACTaBAEHbl U CYMTbIBATENEM, U ABEPbIO, YTO
NO3BO/IAET UCMOb30BaTb UX B YPOBHAX AOCTyMNa 1 B 061aCTAX KOHTPOAS.

[*] BBeageHbl ynyyweHWa, YCKOPAKOWME CUHXPOHM3ALMIO MNPOMYCKOB C CUCTEMaMM
pacno3HaBaHMWA AuL,

bactnoH-2 — BioSmart 1.0.2

[+] NobaBneHa noaaepkKka KoHTpoanepos UniPass Pro v cuntbiBatenein Palmlet.



[+] B cunTbiBaTenax Quasar nosisunaach 3anucb mmHu-potorpaduii (thumbinal) nonbsosaTeneii B
Btopo nponyckos.

[+] AobaBneHa BO3MOXKHOCTb 3aNMCU HOMEPOB KapT AJIMHOM A0 6 6alT.
[+] AobaBneH pexum «He MeHATb» B Bbibope nHTepdeiica cuntbiBaTena KapT Quasar.

BactnoH-2 — UFace/R20-Face 1.0.0

[+] OobasneH papanBep MHTErpaumm buomeTpuyecknx cumtbiBaTenei nuua Uni-Ubi Uface
pasnnyHbix moauduKkaumii (npoussoactea Universal Ubiquitous Co., Ltd.), a Takxke
cuntbiBaTenen Rusguard R20-Face.

bactnoH-2 —ESMI 1.0.4

[*] Npu nogKntoYeHUM HECKONbKMX MOMKAPHbIX CTaHLUMMA B HEKOTOPbIX C/lydYasx OBHOBAANOCH
COCTOAHME TONbKO Y MMKTOrpamm wnendos nepsom cTaHunun. McnpasneHo.

[*] Npwn BbINONHEHMM KOMAHA, B HEKOTOPbIX C/IyYasXx YNpPaBAsAMCh Bce waeldbl C 04MHAKOBbLIM
a4pecoMm pasHbIX NOXKAPHbIX CTaHuMAX. McnpasneHo.

bacTnoH-2 — 3ap4

[*] JobasneHa Bo3moxKHOCTb Npu yctaHoBKe AlMK «BbacTtMoH-2» BbibBUpaTb Bepcuio moayns
«bacTMoH-2 — 3apa» unm «bactmoH-2 — 3apsa v2».

2.1.13.23458 - 18.11.2022

BHumaHue! Bepcua tpebyet o6HoBneHuna B po 2.1.13.2.
APM OnepaTtopa

[*] BosHuKana owubka npuv NOCTPOEHUM OMNEpPaTUBHOIO OT4YeTa, €CAM CToNbubl Bbinu
pacrnonoXeHbl He No ymon4daHuto. McnpasneHo.

[*] U3 dopmbl «lMounck nepcoHana» wucyesnu OGUNLTPLI MO COAEPNKMMOMY CTON6LOB B
npegbiaywem penmse 2.1.13.1. UcnpasneHo.

APM «btopo nponyckos»

[*] Henb3s 6blN0 BblAaTb KapTy Ha OCHOBaHWM aBTO, €CIM OHa Y)Ke BblAaBanacb, HO b6biia
BO3BpalleHa. McnpasneHo.

[*] He pabotan HactonbHbll cunTbiBaTensb Elsys-IC-WG/RS B npeablayumx cbopkax 2.1.13.x.
UcnpasneHo.

[*] U3 dopmbl «TpaHCNopTHbIE NpPOMNycKa» ncyesnn GuabTpbl NO COAEPHKMMOMY CTONOLOB B
npegbiaywem penmse 2.1.13.1. UcnpasneHo.

APM «YPB Mpo»

[*] B Tabene ans pykosoauTenen noapasfeneHnii He BbIBOAUINCL HEKOTOPblE PabOTHUKMK B
oT4eTe No opraHusauymu. NcnpasneHo.

BactnoH-2 — BioSmart 1.0.1

[+] [Oob6asneH papanBep «bacTMoH-2 — BioSmart» ans nopaepKKM BUOMeTPUYeCcKUx
cumTbiBaTenen BioSmart Quasar ¢ ayteHTMduUKaumnein/sepudmnkaumen no auuy.



bactnoH-2 — Elsys Mobile 1.3.1

[+] O6HoBNEH ApaitBep «bacTnoH-2 — Elsys Mobile» ao Bepcumn 1.3.1. UcnpaBneH noacyet ntogei
ONA 3BaKyaLuUu.

2.1.13.23446 — 28.09.2022

BHumaHue! Bepcua tpebyet o6HoBneHuna B go 2.1.13.1.
APM OnepaTopa

[*] 3anycKk HeaKTUBHbIX CLLeHapMeB Obla AOCTYNeH Yepes ropayme Knasuwm 8 APM OnepaTopa.
UcnpasneHo.

[+] Ha ¢opme pobasneHuna cobbiTna YPB pobasneHa nHpopmauma o mecte paboTbl NepcoHbl
(opranusauusa/nogpasgeneHue).

[*] Ha dopme pobasneHmna cobbiTa YPB nouck 3asucen ot peructpa. MicnpasneHo.

[*] Ha dopme nobaBneHusa cobbitna YPB He yunTbiBaNOCh pa3rpaHnUYeHme A40CTyna onepaTopos
K opraHusaumam / nogpasaeneHusam. MicnpasneHo.

[*] Hactpoitka nopagKa v WwWupKHbl ctonbuos B popme «MOUCK NepcoHana» He CoxXpaHAnach.
NcnpasneHo.

[*] B HekoTopbix cay4aax APM Onepatopa Mor 3aBucaTb MpuM  OTOOpaXKeHUn
doTomaeHTMPMKaUMM OAHOBPEMEHHO C BbIBOAOM OKOH }KMBOTO BMAEO. MicnpaBaeHo.

APM «Bbtopo nponyckos»

[+] NobaBneHa noaaepKka BbliAauM KapT B pexume wndpoBaHua SL3 ana cuntbiBateneh Elsys-
SW-Multi.

[*] B OKHe «TpaHCNOPTHble MPOMyCKa» He COXPaHANNCb HACTPOMKM OTobpakeHus Tabauubl.
UcnpasneHo.

CucrtemHsble

[+] NoaaepxKa moaynsa «bactnoH-2 — Web-3aaBka» Bepcum 4.5.2.

[*] Moaynun nHterpaumm 6MOMETPUM HE NONYYaIN KOPPEKTHbIX YBEAOMNEHUI 06 N3MEHEHUN
doTorpadum nepcoH. UcnpasneHo.

bacTnoH-2 — Elsys 1.2.16

[+] AobaBneH KoHBepTep Ha Bepcuto 2.0.4.

[*] He wuHMumanusmpoBanacb BpemMeHHasa 30Ha, MCMNoAb3yemasa BO B3aMMOAENCTBUW, NO
CObbITUAM Hayana U OKOHYAHUA BPEMEHHOW 30HblI.

[*] HenpaBuabHo obpabaTbiBanca Homep KapTbl Ana aelicteusa "MNepeaaTtb Ko KapTbl”.

[*] Ona koHTponnepos Ha COM-nopTax HEBEPHO MHTEPNPETMPOBANOCH HY/NEBOE KOJIMYECTBO
NOMbITOK NOBTOPAa KOMaHAbl, B pe3ynbTaTe Yero 4acTb KOMaH4, UHULMAM3AUNN HE A0X04MNA A0
KOHTpoO/INEepa.

[*] Ana Elsys-MB-AC wn Elsys-AC2, npu BbibpaHHOM uHTepdeice Wiegand, 61okuMpoBanacb
BO3MOHOCTb HAaCTPOUTb NOCTAaHOBKY TOJ/IbKO MO KapTe.

[*] He paboTtana noctaHoBKa No KapTe B KoHTpoanepe Elsys-MB-AC.

[*] AobaBneHbl Bepcuun Elsys-MB 2.75 n 2.76, Elsys-MB-Net 2.14, Elsys-MB-AC 2.03.



[*] He nHuumnanmnsmposanucb B3anmoaencrama ot sxoaos Elsys-MB-AC.

[*] He oTnpaBnsanucb mexXKOHTponnepHble cobbitva ot Elsys-MB-AC (Heobxoanmmo 06HOBUTL
npowwusky Ao 2.03).

bactnoH-2 — Elsys Mobile 1.3

[*] ApaliBep obHOBAEH ANs NOAAEPKKM HOBOM BEPCUM MOBUNBHOTO NpunoskeHus 1.3.
bactnoH-2 — KeyGuard 1.0.7

[+] ob6aBneHa BO3MOXKHOCTb CUHXPOHM3ALMM BPEMEHU KHOYHULL,.

bactnoH-2 — SNMP moHuTop 1.0.2

[+] OobaBneH gpaliBep ANA MOHUTOPMHra ceTeBoro obopyaoBaHua no npotokony SNMP.
bactnoH-2 —3apa 1.3.3

[*] AexypHbin pexxkum. He oTobparkanucb cobbITUS M He BbIMONHANUCH CUEHapUn npu
BbIK/tOYEHHOM napameTpe «OTobparkaTb ycTapeBLlime cobbiTua». McnpasneHo.

2.1.13.23432 —29.07.2022

APM «bropo nponyckos»

[*] Npw Bblgaue Nponycka Ha 6a3e apxMBHOrO (Ha TO *Ke aBTO), NPU reHepaLumM Homepa KapTbl Ha
OCHOBAHWW HOMepa aBTO BblieTaeT «KapTa BblgaHa Apyromy nuuy, yTepaHa, CNMCaHa ....», XOTA
3Ta KapTa umeert cTatyc «Bo3sspaleHa». UcnpasneHo.

2.1.13.23431 - 28.07.2022

APM «btopo nponyckose»

[+] AobaBneHa BO3MOXKHOCTb 3KCNOPTa U MMNopTa Nponyckos B popmate CSV.

[+] JobaBneH oT4éT o0 npuHaanexHoctn TC. MNo3BonsAeT yBUAETb, Y KOrO €CTb aKTMBHbIE
TPAHCNOPTHbIe NPOoNycKa Ha BbibpaHHoe TC Ha 3a4aHHY AaTy.

[*] Bo BpemeHHbIx 30Hax He BbIBOAWUACA NaeHTUDMKaTop BpeMeHHoro 610Ka. McnpasneHo.
[+] AobaBneHa noaaep»KKa HAaCTONbHbIX cuMTbiBaTenel Elsys-SW-USB-Multi.

[+] Aob6aBneHo none c Homepom ocHoBHOro TC B CMMCOK TPAHCMOPTHbIX NPOMNYCKOB.

[+] B oT4éTbl fOOaBNEHA HYMepauua CTPaHMUL,

[+] Mpu BblAaye nponycka c reHepauuein Homepa KapTbl AobaBneHa BO3MOXHOCTb Bblbopa
ONnHbI Koga (3, 4, 5, 6 6alT).

[+] [AobaBneHa BO3MOMKHOCTb PEAAKTUPOBAHUA AKTUBHOIO (BblAAHHOIO) TPAHCMOPTHOrO
nponycka, Nnpu Haanumm B npodunae onepatopa ¢nara «PaspelwmnTb peaakKTMPOBaTb aKTUBHbIE
TPaHCNOPTHbIE NPOMYyCKa».

[+] OnvHa nona « KommeHTapuii» ana nepcoH yseanyeHa ao 2000 cMmBONOB.

[+] OobaBneHa BO3MOKHOCTb LBETOBOM MOACBETKN NPOMYCKOB B OCHOBHOM OKHe APM «bBtopo
NPOMNyCKOB» B 3aBUCMMOCTU OT 3HAYEHWUI B AOMO/IHUTE/bHbIX NONAX (HacTpamBaeTtca B daine
BPersCustom.ini).

[+] JobaBneHa BO3MOXHOCTb NEPeMMeHOBaHMA COCTaBAEHHbIX YPOBHEN AoCTyna.



[+] JobaBneHa BO3MOXKHOCTb NPOA/IEHUA CPOKA AEMACTBUA TPAHCNOPTHBIX NPOMNYCKOB M3 popMmbl
«TpaHCNoOpTHbIe NPONyCcKa».

[*] B 610po nponyckoB He cunTbIBaAMUCb KapTbl HID npu ncnonbsoBaHuu cuntbiatens Elsys-PW-
USB-NFC. UcnpasneHo.

[*] Npu umnopTte nponyckoB He 6blIO NPOBEPKM HA KOPPEKTHOCTb MOJHOTO KoZa KapTbl.
NcnpasneHo.

[*] Mpn npocmoTpe cnmMcKka TPaHCNOPTHbIX MPOMYCKOB, a TAKXKe OTYETOB MO TPAHCMOPTHLIM U
MaTepuasbHbIM NpPOMNyckam, He paboTano pasrpaHUYyeHMe A[O0CTyna NO NoApPa3AeNeHUAM.
NcnpasneHo.

APM OnepaTopa

[+] Oob6aBneHa BO3MOMKHOCTb OMUMOHANbHO YybUpaTb MNEPCOHANbHbIEe [aHHble W3 OKHa
«MoceTntenn Ha Tepputopum». [Ana atoro aobasneH dnar gnsa poau onepatopa — «Paspelsatb
BbIBOZ, NE€PCOHa/bHbIX AAaHHbIX B OKHe «[locetTutenn Ha TeppUTopuUn».

APM «[l'eHepaTop oT4éTOB [1pO»

[*] YnpouwéH goctyn K GyHKLMM NPOCMOTPa BUAEOodparmeHTOB, CBA3aHHbIX C CObbITUeM. Tenepb
NPOCMOTP eAMHCTBEHHOMO CBA3aHHOro GpparmeHTa AOCTYNeH No OAHOMY LLENYKY MbILLIN.

CucrtemHsble

[+] Nob6aBneHa BO3MOMKHOCTb YAANEHUA OTAENbHO U306parkeHMI, NPUBA3AHHBIX K COBbITUAM, U3
dopMmbl «YaaneHune ycTapeBLUMX AaHHbIX».

bactnoH-2 — Active Directory
[+] AobaBneHa BO3MOXHOCTb YCTAaHOBKM areHTa b1okupoBku MK ¢ napameTpamu.

[+] Ans areHTa 6nokupoBku MK gobasneH napameTp «Mepunos onpocar, YTo6bl CHU3UTb HArpy3Ky
Ha KOHTpOANEep AOMEHa.

[+] AreHT npou3BOAMT NPOBEPKY YCNOBUA ONOKMPOBKWU, NEPEBOAA AHANMU3UPYEMbIA TEKCT B
e4VHYI0O KOANPOBKY.

[*] AreHT 610KMPOBKM He ouMLLLAN NPOBEPSAEMbI aTPUOYT NpK 3anycke npouecca. UcnpasneHo.

[+] AreHT 610KMPOBKM Tenepb 3anycKaeTca B eAMHCTBEHHOM 3K3eMNasape B TeKyleih ceccuu
nosb3oBaTena, YTobbl NPesoTBPATUTL HNOKMPOBKM YYKMX CECCUN.

[*] NpuHapgnekHOCTb YY4ETHOM 3aNMCU K OpraHM3auuM M noapasaeNeHuto onpeaenseTca Ha
OCHOBE 3Ha4YeHW B 3aZaHHbIX aTpnbyTax, a He no Aepesy OU.

APM «YPB Mpo»

[+] B otyér «[ns pykosoauTenen noapasneneHuin» nobasnedbl 4 nons: OMN (ono3gaHusa 3a
cyTKuM), PY (paHHuit yxopn 3a cytku), ON utor (cymma onosgaHuin 3a nepuoa) u PY utor (cymma
paHHUX YXO40B 3a nepuoa,).

[*] No-pasHOMy OKpyrnanucb 3HayeHuA ONA BPEMEHM BXO4A M BbixoAa B OT4YETax «[ns
pyKkoBoauTenen noapasgeneHnin» u «O paboyem BpemeHM C HaKOMNeHMEeM 3a nepuoay.
UcnpasneHo.

bactnoH-2 — Elsys v2 2.0.4

[*] YoanstoTtca YO nocne cuHxpoHM3aumm KoHourypaumm Elsys v2. UcnpasneHo.



[*] OTcyTcTBYIOT KHOMKM ApaniBepa B eHTe bacTnoHa. McnpasneHo.
[*] UcnpaBneHa owmnbKa npu paboTe rapaHTUPOBAHHOM AOCTABKM.

[*] AOpansep Elsys v2 HeKoppeKTHO ¢opMUMpOBas KOMaHAbl NPU  OAHOBPEMEHHOM
BOCCTAHOB/NEHMN CBA3MN C HECKONbKMMM KOHTpOIiIepamu. McnpaBneHo.

bactnoH-2 — SecurOS FaceX 1.0.4

[+] NoaaepKa cepsepos SecurOS sBepcun 11.1.

bactnoH-2 —C2000 1.1.10

[*] PaclumnpeH mexaHU3m NULLEH3NPOBAHMA.

[*] UcnpasneH ckpunT obHoBNeHUs ApanBepa B B/.

bactnoH-2 — KeyGuard 1.0.6

[*] UcnpaBneHo obHOBNEHME COCTOAHMA KAKOYEN NPU CTapTe ApaiiBepa.

[+] YckopeH 0bMeH gaHHbIMM C KNHOYHULLAMM, 3HAYUTEIbHO YCKOPEHA MHULMANN3aLMA.
[*] UcnpaBneHa ogHoBpemeHHas paboTa C HECKONbKMMU KNHOUYHULAMMU.

[*] NepeaenaHa Bbirpy3Ka AaHHbIX M MonyvyeHue ux M3 danna KoHOUrypauum: Tenepb Kaoum
BbIFPYKAOTCA C MAEHTUOUKATOPAMM KNOYHUL,

bacTnoH-2 — Suprema 1.6.3
[*] UcnpaBneHbl menkue oWnbKM.
bacTnmoH-2 — 3apa 1.3.2

[*] UcnpaBneH «3anpeT BKAOYEHMA TPEBOXKHOMO PEXKMMA CBETU/IbHUKA B IHEBHOE BpeMA» ANA
ynpaB/iieHUs BCEMU CBETUNbHUKAMMU.

[*] UcnpaBneHo obHOBNEHWE KOHDUTYPALIMKX HA HOBYIO BEPCUIO.

2.1.12.23405 - 07.02.2022

APM «btopo nponyckos»

[*] B rno6anbHOM NomcKe No TPaHCMOPTHLIM MPONycKam He paboTan NOWUCK N0 KUPUANUYECKMM
cumBonam. McnpasneHo.

[*] B noucke no Homepy TC Ha popme «ABTOTPAHCMOPT» He paboTan NOWUCK NO KUPUANUYECKMM
cumBonam. McnpasneHo.

bacTnoH-2 — MyHKTNp-C 1.1.3

[+] AobaBneHa BO3MOXKHOCTb OTK/AOYEHUA cObbITUI NpeaTPeBor.

[*] Npn yacTMYHOM 06pbIBE IMHUM HE NepeaaBaNCb KOOPANHATLI TOYKKU. McnpasieHo.
[*] Ana MB-C He mnopTUpOBaAMCb BXoAbl € agpecamum bonbwe 500. McnpaBneHo.

[*] Tononorma "Konbuo". Mpu notepe casu ¢ oaHum JIK-C 1 nepexsaTe ynpaBaeHUs Apyrum —
Bxoabl MB-C (LIP) ocTtaBanucb B crtatyce "HemcnpaBHOCTb", COBbITUIA OT HUX He Obino.
NcnpasneHo.



2.1.12.23402 - 12.01.2022

bacTnoH-2 — Elsys Mobile 1.2
[+] UcnpasneHa nposepka AaHHbIX QR-koaos COVID-cepTudMKaTOB.

[+] Aob6aBneHa BO3MOXKHOCTb A5 OTAENbHbIX MOBUABHbIX TOYEK A0CTYNa OTKAOUYUTD
oTobpaxeHne PO n poTtorpadui.

2.1.12.23400 — 24.12.2021

CucrtemHsble

[*] Npwn o6bHoBneHun, ecnn B BA 6blAM TPaHCNOPTHble CPeACcTBAa C  OAMHAKOBbIMU
pPEerucTpaumMoHHbIMM HOMEPaMK, BBEAEHHbIMU Ha PYCCKOM WM aHTIMMCKOM A3blKaX, BO3HMKaNa
owwnbKa. McnpasneHo.

2.1.12.23399 - 23.12.2021

CucrtemHsble

[+] AobaBneHa BO3MOXKHOCTb XpaHEHUA N OTCAEXMBaHMA AaHHbIXx 0 COVID-cepTuduKaTax.

[+] AobaBneHa BO3MOMKHOCTb aBTOMATUYECKOM BIOKMPOBKM NPOMYCKOB C NPOCPOYEHHbBIM UK
oTtcyTcTBytowmnm COVID-cepTudmKkaTom.

[+] JobaBneHa BO3MOMKHOCTb MPOrpaMMHON NPOBEPKMU MpaB AocTyna nosb3osateneit CKY/[
yepes cuctemHoe peicteue «lpoBepuTb NONHOMOYMS», KOTOPOE MOMHO WMCNONb30BaTb B
cueHapusax. Ecnm npaea ectb — dopmumpyeTca coobLieHne oT TOYKM npoxoaa - "LUTaTHbIM BXxoA,
%mn" / "WWTaTHbIA BbIXoA %mn" (B 3aBMCMMOCTM OT MCXOAHOrO COBbLITUA - BXOAHOIO WAW
BbIXOZIHOr0), ec/i1 HeT — coobuleHne "HapylieHne ypoBHA gocTyna npu sBxoae" / "HapyweHue
YPOBHA J0CTyNa Npu BXxoae" oT TOYKM Npoxoaa.

[+] AobaBneHa BO3MOXHOCTb YKasbiBaTb AMaNa3oH BpeMeHW Ans cobbITUA-TPUITEPOB B
HACTPOMKe cueHapueB U peakuuit. To ecTb, Tenepb 3a4aTb AMANa30OH BPEMEHM, B KOTOPbIM
cueHapuit byaeT BbINOJHATbLCA.

[+] Ao6aBneHa BO3MOXKHOCTb HACTPOMKM y4ETA HENOATBEPKAEHHbIX COObITUI NPK OTOBPaKeHUN
COCTOSIHUI YCTPOMCTB Ha rpadmnYecKknx naaHax oTAe/IbHO A8 KaXKA0ro aK3emnaapa gpansepa.

[+] YBennueHa gnmHa noneit «OpraHumsaumsa» u «logpasgeneHune» go 255 cumsonos.

[+] Peann3oBaHbl onoseLeHnA ApaniBepos buomeTpuyeckom naeHTMPUKaLmMm no ALy o CMeHe
doTorpadum.

[*] Cpok pelicTeusa QR-KOA0B NPOMYCKOB Tenepb BCeraa coBnagaeT co CPOKOM AeUCTBMA CaMoro
nponycka.

APM OnepaTopa

[+] B okHe poToMaeHTUdPMKaumMm gobaBneHa BO3SMOKHOCTb BbIBOAA rOC. HOMEpPA TPAHCNOPTHOrO
CPeACTBa B CNUCKE TPAHCMOPTHbIX NPOMNYCKOB.

APM «bropo nponyckos»

[+] AobaBneHa BO3MOXKHOCTb Py4HOro BBOAA AaHHbIX 0 COVID-cepTudmkarax.



[+] OobaBneHbl OTYETHI O CTAaTUCTUKE MPUBUTBIX MU O NEPCOHAX, Y KOTOPbIX 3aKaHYMBAETCA CPOK
aencreuna COVID-ceptudumkara.

[+] Nob6aBneHa BO3MOXKHOCTb MUCMob30BaHMA QR-KOA0B B HacTpamBaembix WabaoHax neyatu
NPOMYCKOB.

[+] Aob6aBneHa BO3MOXKHOCTb MOUCKA NPOMYCKOB C 3agaHHbIM npodunem CKY/.
[+] OobaBneH oTYET «CTaTUCTUKA NO AOKHOCTAMY,

[+] Ucnonb3yeTtca eauHbin INI-dann ¢ npaBunamm GopmmpoBaHMA HOMEpPa KapTbl (NOPAAOK
yTeHuMA 6alT) AnAa Bcex NoAAepPKUBAEMbIX HACTO/IbHbIX CYMUTbIBATENEN.

APM «YPB Mpo»

[*] UcnpaBneH y4éT 06eaeHHOro NnepepbiBa NPU UCNONb30BAaHUM YNPOLEHHOTO METOAa pacyéTa
6e3 nogaepKu rpadmMKoB CMEHHOCTH.

[+] NobaBneHa BO3MOMXKHOCTb HAaCTPOMKM AONONHUTENBHbIX NapPaMeTPOB A5 OTNPABKM OTYETOB
Nno 31eKTPOoHHOM noute (nopT SMTP-cepBepa, ncnonb3osaHue SSL).

[+] JobaBneHa BO3MOXKHOCTb BbIBOAA AOMNONHUTENbHbIX Noel MNepcoHbl B OTYETAX.

[+] Npu popmmrpoBaHUM OTYETOB «O HAXOAMBLUMXCA Ha TEPPUTOPUMY MO PACNUCAHUIO, B 3a4aHUN
Tenepb MOKHO YKa3blBaTb N1aBaloLLyto AaTy («BYEepa», «Mno3aByepar).

APM «[l'eHepaTop OTYETOB»

[+] LobaBneHa BO3MOKHOCTb HACTPOMKM AONONHUTEIbHbIX MAaPaMeTPOB A5 OTNPaBKM OTYETOB
Mo 3NeKTPOHHOM nouyTe (nopT SMTP-cepBepa, ncnonb3osaHme SSL).

[+] AobaBneHa BO3MOXKHOCTb BbiBOAa HOMepa TC oTAeNbHbIM NOJEM B OTYETAX MO COOLITUAM.
bacTnoH-2 — Active Directory

[+] NobaBneHa BO3MOXKHOCTb aBTOMaTu4yeckol 610KMpoBKM MK no Tpurrepy B aTtpubyte
nonb3oBaTena AD (610KMpOBKa KOMMbIOTEPA NPU BbIXO4E C TEPPUTOPUK).

[+] AobaBneHa BO3MOXKHOCTb 3anucK MHPoOpMaLMK O nocnegHem cobbiTUM MO KapTe A0CTyna
CKRY/[l B 3apaHHbIN aTpMbyYT nonb3osatens B AD.

[+] JNobaBneHa BO3MOXKHOCTb Nepesayn Koaa nocnefiHel BbiAaHHOM KapTbl aoctyna CKY/ B
3a4aHHbIN aTpnbyT nonb3osatena B AD.

[+] AobaBneHa BoO3MOXKHOCTb Nepeaayn ¢poTo nosb3osaTtens B AD Npu CUHXPOHU3ALUMN.
[+] AobaBneHa noaaep»ka buHapHoro popmarta poTtorpaduin, ucnonbayemoro B AD.

[+] JobaBneHa BO3MOXKHOCTb HAaCTPOMKMU Mofen, nognexalinx cMHXpoHusaumm ¢ AD. Bce He
CUHXPOHM3UpPYEMble NONA NPU STOM AOCTYMHbI ANA peaakTupoBaHua B APM «bropo nponyckos».

BacTnoH-2 — MIHpopm

[+] Bo3morKHOCTb paboTbl He TONbKO C ApariBepom «bacTnoH-2 — Elsys», HO ¢ noboimn CKY/[,
nHTerpupoBaHHbimu B AlMK «bacTUOH-2».

[+] YayyweHa paboTa c nageHtudumkatopamm aboHeHToB Telegram.
bacTnMoH-2 — Ayaut

[-] YoaneHbl BO3MOXKHOCTM No paboTte ¢ HPOPMMPOBaAHHbIM cornacnem Ha obpabotky N[, Tak
KaK 3TW PYHKLMK nepeHeceHbl B APM «btopo nponyckos».



bactnoH-2 — NKC 2.5.5

[+] YBennueHa gnmHa noneit «OpraHumsaumsa» u «logpasgeneHune» go 255 cumsonos.
BacTnoH-2 — Elsys v2 2.0.3

[+] AobaBneH aparisep CKY/ Elsys HoBOro nokoneHus.

bactnoH-2 — Elsys 1.2.15

[*] He MHMLMANN3MPOBANUCL MEKKOHTPOANEPHbIE B3aumogenctama ¢ moaynem Elsys-RM-16.
NcnpasneHo.

[*] Npu oTKpbITUK dOpPMbI PeaaKTMPOBaHUA paHee coxpaHéHHoro B B[l B3aMmoaencTsus, He
oTobparkanncb  3HAYEeHMA  JONONHUTENbHOrO  napameTpa  cobbITMA  «MCTOYHUKY 1
AONONHUTENBHOIO NapameTpa aenctana «Komy». McnpasneHo.

[*] CBs3b c Elsys-IP morna otcyTcTBoBaTh Nocne gobasneHuna unu srkatodeHmus Elsys-IP 8 onpoc.
NcnpasneHo.

[*] CBs3b ¢ KCK u Bcemu Elsys-IP B rpynne, onpawwmnsaemoii Yyepes KCK, morna B HeKOTOpPbIX
CUTyaumax Nponaaatb. McnpasneHo.

[*] AopaboTaH akcnopT XML-KoHUrypaumm ana koHsepTtaumnm B Elsys-2.
[+] OobaBneHa nogaep:Kka Bepcumn 2.05 ana Elsys-IP.
[*] B HEKOTOpPBbIX CUTYaLMAX HE AOCTABAANNCD U3MEHeHMA B Npoduasx nepcoHana. MicnpasneHo.

[+] OobasneHo geicteme «lMepeaatb KoA KapTbi» Ana cuuTbiBaTenen (ana paboTbl ApaiBepos
«bacTnoH-2 — FaceX», «bactnoH-2 — Bogutensv» v T.n).

[*] B nanke Logs cospasanucb ¢annbl noros aApamsepa Elsys gaske ecnm ux 3anucb 6bina
OTK/oYeHa. MicnpasneHo.

[*] B HeKoTOpbIX CAyyasx gpanBep AOAr0 Nepesanyckasnca Nocie COXPaHEeHWUs U3MEHEHWI B
KOoHoUrypatope. UcnpasneHo.

[*] Mpu nepesanycke ApaiiBepa npuxoannm coobuieHnsa o notepe cBs3u oT Elsys-IP B pexume
onpoca no TCP. UcnpasneHo.

[+] B pykoBoacTBO ApaiiBepa AobasneHa MHopmauma o 3awmiéHHom Wiegand.
bactnoH-2 — Elsys Mobile 1.2

[+] Bo3morkHOCTb paboTbl He TONbKO C ApariBepom «bacTnoH-2 — Elsys», HO ¢ noboimn CKY/[,
nHTerpuposBaHHbimu B AlMK «bacTUOH-2».

[+] AobaBneHa BO3MOXHOCTb ONOBELLEHUA O NPOXoAe onpeaesiEHHbIX UL, B 3aaHHble 061acTu
KOHTPONS.

[+] AobaBneHa BO3MOXKHOCTb NpoBepPKM AaHHbIX QR-KogoB COVID-cepTudunKaToB 1 BHECEHME
AaHHbIX 0 cepTudmKaTax B AMNK «bacTMOH-2».

[+] AobaBneHa BO3MOXKHOCTb aBTOPM3aLUM B MOOUNIbBHOM K/IMEHTE NOC/NEAHEro BXOAMBLUENO
onepaTtopa Npu oTCyTCTBMU CBA3M C cepepom AlK «bacTtMoH-2».

bacTnoH-2 — Bogutens 1.0.4

[+] Bo3morKHOCTb paboTbl He TONLKO € ApanBepom «bacTMoH-2 — Elsys», HO ¢ ntobbimu CRY/,
nHTerpuposBaHHbimu B AMK «bacTUOH-2».



[+] Homep mawwuHbl B cobbITUAX Tenepb GUKCUpyeTcAa B OTAE/NbHOM nose. Takum obpasom, B
OTYETAX MOXKHO MUCKaTb COObITUA ApaiBepa «bacTnoH-2 — Bogutenb» no Homepy TC.

bactnmoH-2 —ONVIF 1.0.1
[+] OobaBneH moaynb Noanep KKK yCTPOMCTB BUAEOHabatoaeHma ctaHaapTa ONVIF.
bacTnoH-2 — MHTennekt 1.3.1

[*] OpaliBep nposepeH c cepBepom WHTennekt Bepcum 4.11.2.3276 u cuctemol «ABTO-
NHTennekT» Bepcum 5.7.0.3884.

[*] YHUBepcanbHbI KNNMEHT BUAeOHabntoaeHns obHoBneH Ao Bepcun 1.2.3.
[*] U3 Bepcum 1.2.x NepeHOCUINCL He BCE HAaCTPOMKN Npu 06HoBAeHUM A0 1.3. UcnpasneHo.

[*] He obHOBAANCA NapameTp «Bpems aBTOMATMUECKOro 3aKPblBaHUSA OKHa», €C/IN €70 U3MEHUN
B Apyrom Bugeogparisepe. MicnpasneHo.

[*] He oTKpbiBanoch *MBOe BUAEO C N/1aHa Nocae 3anycka cepsepa MHTennekr. UcnpasneHo.
[*] Npu oTcyTCTBMM BUAeoCHMrHana oTobparkanca NnocneaHuin Kaap X1MBoro BMaeo. McnpasneHo.

[*] HeBepHO 06HOBAANMCL CTaTyCbl YCTPOWMCTB Ha KAMEHTAX MOCne nepesarpysku cepsepa
NHTennekT. UcnpasneHo.

BactnoH-2 — SecurOS FacexX 1.0.3

[+] NoanepxKa cepsepo SecurOS Bepcum 10.9.
[+] Aob6aBneHa nogaeprkka gna paboTbl ¢ ApariBepom «bacTnoH-2-Elsys 2.0».

[+] NobaBneHO NoONyYEHMA CBEAEHUA O HAaAMUMM MACKM Ha JIMLLE YEN0BEKa BO BCEX peXKMmax
paboTbl gpansepa.

[+] BupTyanbHble TOYKKM NPOXoAa TeNepb NPEACTaBAEHbI B CUCTEME U ABEPLIO, U CYUUTbIBATENEM.
Taknm 06pa3om, MX MOXKHO MUCMNOJIb30BaTb U B YPOBHAX A0CTyNa, U B 061aCTAX KOHTPOAS.

[+] Oob6aBneHa BO3MOMKHOCTb HAaCTPOWMKU MHTEpPBaNa BPEMEHM ONA MOATBEPXKAEHUSA npoxoda
pacno3HaHHOM NEPCOHBbI.

[+] NopanepKa cepsepos SecurQOS Bepcun 10.7.

[*] MWcnpasneHa pabota ABYXPAKTOPHOM ayTeHTUPUKALMKU, WUCNONL3YIOWUNA  PEXMM
MHorogakTopHoi CKY-ayTeHTUPMKauum cepsepa SecurOS FaceX (cHayana nMuo, NoTom KapTa).

[*] NcnpaBneHunsa B TePMUHONOTUN N AOKYMEHTALUMN.
bactnoH-2 — SNMP Arext 1.0.4
[+] B TRAP n INFORM coobueHuna aobasneHa nHpopmaums o6 MMmeHax U uaeHTUdMKaTopax

YCTPOMCTB.

2.1.11.23373 —23.09.2021

bacTnoH-2 — Suprema 1.6.0

[+] DobaBneHa nopmepskka cumTbiBaTeneit Suprema FaceStation F2 ¢ nopnepxKoit n 6es
NoAAepKKM OTNeYaTKoB NabLEeB.

[+] AobaBneH HOBbIN TUN MAeHTUUKaUMKN — no doTorpadum 13 BIopo NpPonycKos.



[+] BHeppeHa noageprkka HACTPOMKM KOHTPOAS HANMUMA MACKM U HUKHEN rpaHuubl
Temnepartypbl.

[+] AobaBneHa BO3MOXKHOCTb YKa3zaHua Tuna Wiegand-uHtepodelica.
[*] SDK Bepcumn 2.8.0.6.
bactnoH 2 —SecurOS 1.2.2

[+] NobaBneHo oTaenbHoe coobuieHne 06 OTCYTCTBUM NINLEH3UU Ha COObITMA aHANUTUYECKUX
[ETEKTOPOB.

[*] B HeKoTopbIX cnyyasx nepecraBann OTKPbIBAaTbCA Kamepbl C MUKTOrPaMM Ha rpadpuyeckmnx
nnaHax. McnpasneHo.

bactnoH-2 — KeyGuard 1.0.4

[*] NepepaboTaHbl NPOTOKONbI 3aNUCKU NONb30BaTENEN, YPOBHEWN A0CTYNa K K/AOYaMm, CMMCKOB
KNOYEN U TEKCTOB A5 UCKNOYEHUA HEKOPPEKTHOrO MMNOPTA KAOYen 1 OWMBOK 3anuncu.

bactnoH-2 —C2000 1.1.7
[*] B ANK «BbacTtMoH-2» He nocTynano cobbiTne npu obpbise AMN/C. UcnpasneHo.
bactnoH-2 — Boantens 1.0.3

[+] NobaBneH pexum naeHTdmKaumm (0A4HODAKTOPHLIN PEXKMM NPOXOAa TOMbKO MO HOMepy
TC);

[+] AobaBneHa BO3MOXKHOCTb Bbibopa ctaTycoB TC Ana A0NycKa;

[+] OJobaBneHa noapepka nonyyeHua cobbiTMn pacrno3HaBaHWA HomepoB TC oT Apavisepa
«bacTnoH-2 — ONVIF+»;

[+] Job6aBneHo cobbiTME O NOABAEHUN TPAHCNOPTA U3 YEPHOIO CMUCKa.

APM «bacTnoH-2 — OT4éT [po»

[*] B HeKoTOpbIX CyYasx nepecrtaBanm GopMmnpoBaTbCs OTYETHI MO pacnmcaHnaM. McnpasneHo.

[*] Nocne koHBepTaumm B 13 Oracle B nonb3oBaTeNnbCKME OTYETbI HE A06aBAANUCH NEYaTHble
dopmbl. UcnpasneHo.

[*] He paboTan ¢punbTp no opraHusaumsam / nogpasaeneHmam npu GopMmmpoBaHUMU OTYETOB.
UcnpasneHo.

[*] OtueTbl cTpounnch 6e3 yyeta U3MeHEeHUN B KpUTEpUsxX oTbopa CobbITUIM A0 UX COXPaHEHUS.
UcnpasneHo.

CucrtemHsble

[*] He BoccTaHaBAMBanach 3anucb NPOTOKO/1A, NOCAE YCTPAHEHMA NPUYMHDI, BbI3BABLLEN OLLIMOKY
3anucu. McnpasneHo.

2.1.11.23362 — 03.06.2021

bactnoH-2 — Cynpema 1.5.1

[*] CuntbiBaTENM He paboTanu ¢ 5-6aMTOBbIMK KapTamu, €Can Yy HUX bbll BbibpaH NHTepdeic
wiegand-26. MicnpasneHo.



bactnoH-2 — Pybex R3 1.0.4

[+] NoaaeprkaHa HoBasa Bepcua FireSec 3.1.3.

[*] B page cnyyaes He umnopTupoBanacb KoHdurypauma mus FireSec. McnpasneHo.
[*] He npuxoannm coobuieHma o6 oTKAOYEHUM NUTaHMA NpubopoB.. MicnpaBneHo.

[*] Nocne HaxkaTmAa Ha KHONKY « OBHOB/IEHME COCTOAHMI» BCE YCTPOMCTBA ApaliBepa nepexoannm
B HOPMA/IbHOE COCTOSIHWE, Aaxe ecn Ao 3Toro b6bina Tpesora. UcnpasneHo.

[*] He BbinonHsnocb obHOBNEHME cOCTOAHMN, ecnn apanBep U FireSec Ha pasHbIX paboumx
cTaHumsx. MicnpasneHo.

APM l'eHepaTop oT4éTOB [1pO

[*] He npumeHanuco uameHeHus Kputepua oTbopa No NepcoHany [0 COXPaHEHUA OT4yeTa.
UcnpasneHo.

CucrtemHsble

[*] Npw yaaneHun rpynn pasaenos 13 rpynn ynpaBaeHUs OXPaHOM MOTN BO3HMKaTb OLIMOKM.
NcnpasneHo.

APM btopo nponycKos

[+] NopaaepxKa HoBOWM Bepcuun cunTbiBaTena Elsys PW-USB-NFC (Bepcus npowmnsku 4.31).

2.1.11.23356 - 03.04.2021

CucrtemHsble

[*] NepecobpaHbl HeKoTopble daiabl TakMm 06pa3om, YTOObI yCrewHO NPOXOANTb NPOBEPKY
aHTUBMpPYCcamm yepes virustotal.com.

[*] YcTaHOBO4YHbIe nakeTbl ApaliBEPOB M YacTb BCMOMOraTe/IbHbIX MAKETOB MOAMNUCaHbI
undpoBOIM NOANUCHIO.

bactnoH-2 — Boauntens 1.0.2

[*] NcnpaBneHnsa B TePMUHONOTUN N AOKYMEHTALUMN.

2.1.11.23351-27.03.2021

CucrtemHsble

[+] AobaBneHa BO3MOXKHOCTb BCTAaBKM 33 €PKKM MeXAY AeACTBUAMU B CLEHAPUAX.

[+] OobaBneHa BO3MOXHOCTb YCTAHOBKM BEPOATHOCTM CPaboTKM cOObITUIA-TPUITEPOB ANA
3anycka cueHapues. Mcnonb3yeTca gna peannsaumm BbI6OPOYHOro KOHTPONA.

[+] OobaBneHa noaaepKa cuntbiBaTtenei cepumn Elsys-PW B pexkume paboTbl ¢ 3aWMLWEHHOM
obnactblo NamaTu.

[+] AobaBneHa BO3MOXKHOCTb aBTOPU3ALMN B MPUNOKEHUAX CUCTEMbI NO CYMTbLIBATENAM CEPUM
Elsys-PW.

[+] OobaBneHa BO3MOKHOCTb aBTOMATUUYECKOW BIOKMPOBKN HEUCNONb3YEMbIX NPOMNYCKOB Yepes
3a[1@aHHbIN MPOMENKYTOK BPEMEHM.



APM OnepaTopa

[+] LobaBneHa BO3MOXHOCTb BbIBOAA HOMEpPA KapTbl AOCTyNa B BUAE HOMEpPa TPAHCMOPTHOroO
cpeacTBa. MOXHO MCNONb30BaTb, KOraa U3HavyanbHo Homep TC npeobpasyeTcs B HOMEpP KapTbl
AocTyna.

[*] Npn noucke nepcoHana B cTonbue «MecTo nocnegHero NpeabaABNEHUA KapTbl» Tenepb
BbIBOAMTCA TOYKA NpoxoAa, rae bbino nocneaHee npeabaBieHMe KapTbl, HE3AaBUCMMO OT TOrO,
BXOAMT /M 3Ta TOYKA NPOX0AA B KaKyto-1nMbo 06nacTb KOHTPOAS.

[*] B popme pyuHoro nobasneHuns cobbitnii B YPB dpmunbTp Tenepb paboTaeTt To/IbKO No damuanu,
a He No Bcem noJsiAm B Tabunue (M3-3a 3TOro 0CTaBaNUCh NULLIHWUE 3aNUCH).

APM YPB [1po

[+] AobaBneHa BO3MOXKHOCTb GOPMMPOBAHUA OTYETOB NO PACMMCAHUAM U OTMPABKU OTYETOB MO
3/IEKTPOHHOM noyTe.

[+] AobaBneH pexxunm pacyéTta pabouero BpemeHn «MocneaHuii BXoa — Nepsbi BXOA», KOTOPbIM
No3BO/IAET NCNO/1b30BaTb OAMH CYUTbLIBATENb AN1A PETUCTPALIMKN BXOAA U BbIXOAa C TEPPUTOPUN.

APM Bropo nponycKkos

[+] PacwunpeHa noapepxka QR-kogoB. Tenepb QR-KoAbl MOMKHO BblAaBaTb He TO/IbKO ANS
pPa30BbIX, HO U AN1A OCTA/IbHbIX TUNOB NPOMNYCKOB.

[+] Noppepskka pononHUTenbHbiXx ¢opmatoB QR-kogoB. Tenepb eCTb  BO3MOMKHOCTb
Mcnonb3oBaTb MX He ToNbKo ¢ Elsys Mobile, Ho 1 co cTaHgapTHbIMMK cumTbiBaTeNsiMM QR-Koa0B
(npoBepeHo ¢ TS-RDR-QR). Elsys Mobile n TS-RDR-QR moryT paboTtaTb COBMECTHO B OJHOM
cucTeme M Mcnosb3osaTtb 06wmii dopmat QR-Ko40B.

[+] Ans Bcex nepcoH B B[] Ao6aBneH peKkBU3UT «AApec 3/1eKTPOHHOW NoYTbl». Mcnonb3yeTtca B
Mmoaynax «bactmoH-2 - web-3aaBKa», «bacTMoH-2 — UHGOpM», NPU HACTPOMKE OTNPABKM OTYETOB
NO PacnMUCaAHUAM.

[+] OobaBneHa BO3MOMKHOCTb OTODOpakeHMA Homepa KapTbl B Buae «Homep + Cepusa» B
OCHOBHOM OKHe APM «Blopo NponyCcKoB», a TaKKe BO3MOXKHOCTb MOUCKA MO HOMEPY U cepumn
KapTbl B rN106anbHOM NoOuCKe.

[+] AobaBneHa BO3MOXKHOCTb NoBopoTa ¢oTorpadum nepcoHbl Ha 90 rpaaycoB NoO 4acoBoOW
CTpeniKe B CBOMCTBaX NpPOMycKa.

[+] [OobasneH oT4é€T 06 O0GOPMNEHHbIX 3afBKax Ha MoceTuTenei Mo BbibBpaHHOMY
«NPUrNACUBLLIEMY JIULLY» UIN NOAPA3LENEHMIO 33 NEPUOS BPEMEHMW.

[+] AobaBneHa BO3MOXKHOCTb BbibOpa noner npu akcnopTte nponyckos 13 b AMK «bacTnoH-2»
8 dopmart DBF.

[*] He npoToKonMpoBanocb «OCHOBaHME AN NPOANEHUA» NPOMyCKa MpPU BbINOJHEHUN
onepauum NpoaaeHna Nponyckos. McnpasieHo.

APM Bropo nponyckos ¢ MTT1

[+] Aob6aBneHa BO3MOXKHOCTb CO34,aBaTb 3aABKY Ha TPAHCMOPTHbIM NPOMYCK BMECTE C 3a8BKOM Ha
NepCcoHasbHbIMA NPOMYCK.

[+] TpaHcnopTHbIe Nponycka Tenepb BblAAOTCA CPa3y, BMECTE C NEPCOHa/IbHbIM MPOMYCKOM.
Ecnm TpaHCNOPTHLIN NPONYCK BbIAAETCA K aKTUBHOMY NPOMNYCKY, TO OH aKTUBUPYETCA CPasy Ke.



[+] Oob6asneH OT4ET «TpaHCNOPTHble MPOMYCKa MO BblbpaHHOMY aBTOMOOWO», KOTOPbLIN
No3BONAET YBUAETb, KOMY BblAaBa/IMCb TPAHCNOPTHbIE NPONYCKa Ha KOHKPETHbIM aBTOMObWb 3a
YKa3aHHbI Nepnos BpeMEeHMU.

[+] Anroputm npeobpasoBaHma Homepos TC B HOMepa KapT A0CTyNa Tenepb NOALEPKUBAET He
TONbKO poccuiickne Homepa TC, HO M nobble Apyrve, MCNONb3ylOWME NATUHULY WK
COBMECTUMbIM C Hel Habop CMMBOJIOB.

APM OT4éT lNMpo

[*] BoccTtaHoBneHa BO3MOXKHOCTb GOPMUPOBAHUA OTYETOB 6e3 yyéTa MCTOPUYHOCTM NpwU
BKNOYEHHOM ayauTe usmeHeHui (dnar «YumTbiBaTb UCTOPUYHOCTbY).

bactnoH-2 — NHdopm 1.0
[+] AobaBneH moaynb «bacTMoH-2 — UHPopm».

Moaynb «bacTnoH-2 — UHdopm» NnpeaHa3HauYeH JNA PACCbIIKM yBEAOMIEHUI O NPOX0Aax Yyepes
Tenerpam, CMC u Email.

bactnoH-2 — Boauntens 1.0.1
[+] OobaBneH moaynb «bacTMoH-2 — BoauTtenb».

Moaynb «bacTnoH-2 — Boautenb» npegHasHadeH AnAa opraHmsaumm B AlMK «bacTnoH-2»
OBYXGAKTOPHOM  aBTopM3aumMuM NO  ABYM  NpPM3HAKam: HOMepy KapTbl AocTyna W
perncTpauMoHHOMY HOMepy TpaHcnopTHoro cpeacTtea (TC). Moaynb NO3BOAAET MCNONb30BATb
ABa Pa3/IMYHbIX penma AByxdaKTOPHOro AOCTyna: HoOMep Moc/ie Nponycka (KapTa AocTyna
NpWKNagbiBaeTca nepes NoABAEHMEM HOMepa aBTOTPAHCMOPTa B KaAape) U Mponyck nocne
HoMepa (KapTa AocTyna nNpUKAaAbiBaeTca K CYMTbIBATE/NlO MOC/Ae MOoABNEeHMA Homepa
aBTOTpaAHCMNoOpTa B Kaape).

bactnoH-2 — Elsys 1.2.11

[+] NobaBneHa BO3MOXKHOCTb HACTPONKN NAPaMETPOB MEXKOHTPONNEPHOro 06MeHa B CETEBOWA
rpynne. Mo3BosseT, Nnpn HeEOH6XOANMOCTU, YCKOPUTb MEXKOHTPOIIEPHbIE B3aUMOAENCTBUA B
ceTeBbIX rpynnax ¢ 601bWMM KONMYECTBOM KOHTPONEPOB.

[*] HekoppeKTHO nHmnumnanmsmposanucs Elsys-IP ¢ agpecamm 33-63. NcnpasneHo.
[*] CBasb yepe3s COM-nopT Nponagana 4o nepesanycka ApaiBepa Npy HaNYMK WyMa Ha IMHUMN.

[*] HekoppeKTHO MHULManM3MpoBanca coctas pasgena OMNC, npu Haanumm B HEM aBepu. He
paboTana aBTOMaTMyecKaa MNOCTAHOBKA Ha OXpaHy Npu BbIXxog4e M TpeBora npu B3/OMe.
HekoppeKTHO 0TObpaKanocb COCTOAHME pa3aena Nocse CHATUA KapTon. MicnpasneHo.

[*] UcnpaBneH pexum onpoca Elsys-IP «4epe3 KCK no UDP», npumeHsaAowmica Ana cosgaHuma
pacnpefenéHHbIX CUCTEM, B KOTOPbIX Ha KaXAom yaanéHHom obbekte npumeHsetca KCK u
HECKONbKO KOHTponepos Elsys-IP, onpawmBaembix Yepes Hero.

bacTnoH-2 — Suprema 1.5.0

[+] Ona cumtbiBaTena «Suprema FaceStation 2» c¢ Bepcueirt npowmskn 1.4 nau Bbille Npu
YCTaHOBKe CheuuasbHOM TepMOKaMepbl NOABUAACh BO3MOXHOCTb M3MEPEHUA TeMMNepaTypbl.
[panBep nogaeprKMBaeT KOHTPOb TeMMNepaTypbl U BbIBOAUT COOTBETCTBYOLLNE COObITUS.

[+] [OobasneHa noapepkKka «Wiegand-42 (Mifare)» ¢ obpaTHbiIm nopagkom 6aut ans
COBMECTMMOCTU ¢ KapTamu Mifare.



bactnoH-2 —Face 1.1.1

[*] ApaiiBep nepevmeHoBaH B «bacTtmoH-2 — Face» mu3 «bactMoH-2 — BU AC» ana 6onee
NPaBUIbHOIO OTPAXKEHWUA €ro Ha3HaYeHus.

[+] Aob6aBneHa BO3MOMKHOCTb MNpUMHUMATb M3 KBW npu3Hakm Hananums mMackm U 3HayeHue
U3MepeHHON TemnepaTypbl.

[*] YoanéH npodunb nepcoHana ans apaiBepa, Tak Kak OH HE UCMO/b3yeTcA.

bactnoH-2 —C2000 1.1.6

[*] B AMNK «BacTnoH-2» He nocTynano TpeBoxkHoe cobbiThe oT UMP 513-3MAM B MOMEHT HaxaTus
No*KapHoOM KHOMKK. MicnpaBneHo.

bactnoH-2 — KeyGuard 1.0.2
[+] B KomnneKT noctaBkM aobasneH gpaisep «bactmoH-2 — KeyGuard» 1.0.2.

Opaneep «bactnoH-2 — KeyGuard» npegHasHayeH ANA MOHUTOPUHra CcobbITUIM CUCTEMDI
XPaHEeHUA W BblAaun K/AKYEen, a TaKKe 3arnucuM nonb3oBaTesnier, MX YPOBHEW AocTyna wu
aCCOLMMPOBAHHbBIX KNHOYEN B 9N1EKTPOHHbIE KNtoUHULbI «KeyGuard».

BactnoH-2 —GST 1.0.1

[+] B KomnneKT noctaBkM aobasneH gpansep «bactmoH-2 — GST» 1.0.1.

Apaneep «bacTnoH-2 — GST» npegHasHayeH AN MOHUTOPUHIA CODOLITUIA NOMKAPHbIX CTAHLWM
«GST-IFP8» nponssoactea GST.

bacTnoH-2 — Web-3anaBka 4.5

[+] [Oob6aBneHa BO3MOXHOCTb CaMOCTOATE/NbHOTO OGOPMAEHMA 3aABOK Ha MPOMNycKa
NoceTUTENAMM.

[+] AobaBneHa nogaep*kka HTTPS.
[+] AobaBneHa BO3MOXKHOCTb CO34aHMA 3aABKN Ha CyLLEeCTBYHOLWYIO B b/l nepcoHy.

[+] OobaBneHa nogaep KKa 3an0/IHEHMA 3HAYEHMN N0 YMOAYAHWUIO A5 CO34aBaeMbiX 3asiBOK Ha
OCHOBE HaCTPOEK COOTBETCTBYOLLEro Habopa NPonycKoB..

[+] Lo6aBneHa BO3MOXKHOCTb BbIGOpa aBTOTPAHCMNOPTA U3 CNIUCKA YKe umetowwmxcs B B/,
bacTnoH-2 — Elsys Mobile 1.1

[+] AobaBneHa BO3MOMKHOCTb BblBOAA MHGOPMALUMM O MaTEpPUasbHbIX U TPAHCMNOPTHbLIX
NPONycKax B MOBUNbHOM NPUIOKEHUMN.

[+] AobaBneH pexxkum «TouKa cbopa npu 3BaKkyaLUn».

[+] JobaBneHa nopaaepkka pexmma «npoctoro» QR-koaa, ANA COBMECTMMOCTM C APYrMmMMU
cyutbiBaTenamm QR-koaos.

[+] B mo6UnbHOM NpuaoxkeHnn aobaBieHa BO3MOXKHOCTb aBTOPU3aLMM NO OTNeYyaTKy nanbua.



2.1.10.23331-17.12.2020

CucrtemHsble

[¥*] B ycTaHOBWMK He 6binn BKAOYEHbI moaynu buometpuum ans APM "Biopo nponyckos".
UcnpasneHo.

2.1.10.23329 - 13.11.2020

APM YPB lpo

[+] NopaboTku oTuéTOoB «JleTanbHbli», « OTYET NO paHHeMY Bbixoay», «OTYET 06 ono3aaBlUNX Ha
paboty», «Tabenb ana pykosogutenen noapasgeneHuin», «Tabenb ons pacyeTHoOro otaena»
NpPW NCNONb30BaHUK YNPOLLEHHOTO peXmMma paboTbl YPB.

APM OT4éT lNpo

[+] Nob6aBneHa BO3MOXKHOCTb BbIBOAUTb OTYET MO CTAaTUCTMKE LUTATHbIX NPOXOA0B B paspese no
noapasaeneHuam.

CnucrtemHble
[*] ObHoBAEHbI ApaiBepbl Kato4vel 3awmTbl HASP (Sentinel License Manager) ao sepcum 8.11
bactmoH-2 — Elsys 1.2.10

[*] Bubnunoteka, peanusyioulas nNpoTokos obmeHa ¢ COM-noptom nepenucaHa Ha C# wu
BblHeceHa B cbopKy ElsysSerial.dll.

[*] KoHdpurypatop nepenucaH Ha CH n BbiHeceH B Elsys.Config.exe.
[*] CBA3b yepe3s COM-nopT He paboTana Ha ckopocTn 4800. UcnpasneHo.

[*INpn noakntouyeHun Elsys-CU nocne crapta ApaliBepa, CBA3b He BOCCTaHaB/AMBA/aCh.
UcnpasneHo.

[*IMHuumanmszauma B pexkume Multimaster He HaumHanacb npu pabote yepes COM-noprT.
OTmeHa He paboTana. McnpasneHo.

[*INpn nepesanycke AapaiiBep noasucan (octaHOBKa/3anyck ApaliBepa, COXpaHeHue
KoHoUrypauum). UcnpasneHo.

bacTnoH-2 — MyHKTNp-C 1.1.2

[*] B Tononorun «Konbuo c pesepBuMpoBaHMeM» nocse oTKaodeHua LM-C ero gatyMku He
noaxsatbisatotca apyrum LUMM-C. UcnpasneHo.

[*] B page cnyyaeB HEBEPHO BbIMMCAANOCH PAacCTOAHME A0 AaTYMKa. UcnpasneHo.

BactnoH-2 — SecurOS FacexX 1.0.2

[*] UcnpaBneHusa ansa noaaeps»kku sepcum SecurOS 10.6, 10.7.



2.1.9.23286—-17.06.2020

CucrtemHsble

+ OBbHOBNEHA CUCTEMA KOMMJIEKTALUM B COOTBETCTBMM C HOBbIM MPaNC-IUCTOM.
+ [lob6aBneHa noaaepKKa aBTopM3aLnmn B CUCTEME NPU NOMOLLM HACTONIbHOTO CYNTbIBATENA.
* ObHOBNEHbI ApaiBepbl Kato4vein 3awmuTbl HASP (Sentinel License Manager) ao Bepcumn 7.103.

* CepBep cucTemMbl 06beAMHEH C CepBEpPOM JIMLEH3MPOBaHUA Ans obecneyeHua 6Gonee
cTabunbHOM paboTbl.

* Bce ppanBepbl 6MOMETPUM MNONHOCTbIO OTAENeHbl OT ApaiBepa «bacTMoH-2 — Elsys».
BuomeTpuyeckne cumtbiBaTeNIM B KOHOUIypaLMM cCUCTEMbI Tenepb ABAAIOTCA OTAENbHbIMU
ycTpoiicTBamn. Bce pgpaiBepbl 6uMomeTpum nepeBefeHbl Ha HOBbIA  YHUBEPCA/bHbIN
KOHbuUrypartop.

bactnoH-2 — Active Directory

+ [ob6asneH moaynb, NpeAHa3HaAYeHHbIA ANA CUHXPOHM3ALMWN CMIUCKA BNAfeNblLeB NPOMNyCcKoB
CKY[ AMNK «bactMoH-2» co cnuckom nonb3osatenek Active Directory.

APM «Bbtopo nponyckos»

+ [lobaBneHa noagepkka HactonbHOro cumtbiatena PW-Desktop 6e3 noaaepkku paboTbi C
3alMLLEHHOM 061aCTbi0 NAMATHU.

+ [lo6aBneHa nogaepkka pabotbl ¢ QR-Kogamm gns pa3oBbiX MPONYCKOB, ANA UCNONb30BaHMA C
Elsys Mobile.

+ [lobaBneHa noaaepkKa BHeCeHUs BuomeTpmuyecknx WwabnoHos Suprema Face Station.

+ [lob6aBneHa BO3MOXKHOCTb NOUCKA NPONYCKOB No rn1o6anbHOMY YPOBHIO A0CTYNa A/1A CUCTEM C
penauKaumen nponycKos.

APM «YPB [1po»

+ [lobaBneHa BO3MOXHOCTb YNpPOLWEHHOrO pacyéTta paboyero BpemeHu, 6e3 MCNONAb30BaHMUA
rpaduKoOB CMEHHOCTW, aHANOTNYHO GYHKLUMOHanNy, cywectsoBaswemy B AMK «bactmon» 1.7.

* ONTMMM3MpPOBaAHA onepaLma OTKPbITUS YYETHBIX NEPUOAOB.

* YcKopeHa onepauus oTKpbITUA Tabens U nepexoda Ha cieaylowmnii/npeablaywmnii nepmuoa, B
Tabene.

* UcnpasneHa ¢punbTpauma no 061acTam KOHTPOASA BO BCEX OTYETAX.

APM «OT4éT Npo»

+ [lobaBneHa noaneprkka BbiBOAA KOOpAMHAT cobbITUA B 0TYETaxX. Micnonb3yetca gns cobbiTuii
Elsys Mobile.

bactnoH-2 — Elsys 1.2.9

[*] Ana ymeHblUeHMA Harpy3Kkn Ha CeTb, OTNPaBKa CETEBbIX COODLLEHNIN CETEBOM U CEPBEPHOM
yacTaMW ApainBepa caenaHa agpecHon. [JobaBneH pekum OTNpPaBKM CETeBbIX COOOLLEHNI U3
ApanBepa TONbKO M3BECTHbIM Pabounm cTaHUMAM. BKatoyaeTca ranovkor «TONbKO M3BECTHbIE
APM» B f,ONONHUTE/NIbHBIX CBOMCTBAX ApanBepa.



[+] Dob6aBneHa noaaeprkka amynatopa MB-Net (IP-agpec MB-Net gononHAaeTca HoOmepom NopTa,
Hanpumep 192.168.21.201:4001).

[*] UcnpaBneHa yTeuyka namaTy Nnpu ownbKax ceasm ¢ MB-Net.

[*] KoHdurypaTtop. B3aumopeicTene Ha npeabABAeHUE CAYKeOHOM KapTbl NoAcBeyYMBaeTca
BOCK/IML,ATENBbHbBIM 3HAaKOM.

[*] KoHourypatop. OTobparkaeTca NpuM3HaK HanMuma OWMOOK B 061aCTAX KOHTPOAs nocne
3aKpbITUA N OTKPbITUA KOHUrypaTopa.

[*] He o6HoBAANCA naponb B Elsys-MB-Net u Elsys-IP. McnpasneHo.

[*] Nepes3anycKk 1 ocTaHOBKA ApaliBepa BbIMNOHANNCH C 3a4epXKKoN. McnpaBneHo.

bactroH-2 — Elsys Mobile 1.0.3

+ B cocTaB cucTembl BKAOYEH MOAY/b MHTErpauum mobunbHbix TepmuHanos CKY/ Elsys Mobile.

bactnoH-2 —0OPC 1.3.1

* O6HoBneHa Bepcus moayna. McnpasneHa owwubka, NpuMBOAMBLLAA B pAge C/AyyaeB K
HEBO3MOXHOCTWN Noy4eHUA cobbiTnin ns AMK «bacTMoH-2».

bacTnoH-2 — Suprema

+ [lobaBneHa noaaeprKKa cunTbiBaTenen reometTpmn anua Suprema Face Station 2.

2.1.8.23197 - 20.03.2020

CucrtemHsble

[*] ObHoBneHa Bepcua knnenTa CYB/ no PostgreSQL 11 B KOMN/IEKTE NOCTaBKMU.
[*] Bepcusa npoTtecTtupoBaHa Ha coBmecTumocTb ¢ CYB/], Jatoba Ha 6a3e PostgreSQL 11.

[*] UcnpaBneH pag yTeyek NamATh B CEPBEPE CUCTEMBI.
[*] Nocne nepesanycka cepBepa cUcTeMbl Nocne ero 4obaBneHns B penamkaumio Ha b, c
601bWIMM YMCNOM NPOMYCKOB, OH HAZO/r0 3a4yMbliBancA. MicnpaBneHo.

[*] CepBep 060pyn0BaHMA B HEKOTOPbIX CAYYasAX TEPAS U HE MOT BOCCTAHOBUTb CBA3b C
cepBepom nnueH3nposaHma. UcnpasneHo.

[*] Nocne HeKoToporo BpemeHu paboTbl cepBep AMLEH3UPOBAHMA MO NepecTaTb OTBEYATb HA
3anpocbl. McnpasneHo.

[+] Aob6aBneHa BO3MOXKHOCTb HAaCTPOUTb GUABLTP ANA 3aNMUCK B NPOTOKO M306parKeHn,
NPUKPENNEHHDbIX K COOBLLEHNAM.

APM «YPB [1po»

[+] [dobaBneHa BO3MOXHOCTb [PYMNMNOBOro  OTKPbITMA  TPYAOBbLIX [AOroBOPOB  ANA
opraHusauuii/noapasaeneHuii.

[+] Mpwn rpynnoBbix onepaumsax ¢ TPYAOBbIMU AOroBopamu Ao6aBneHa BO3MOMKHOCTb MEHATb
AaTy Hadyana paboTbl, nepsbivi pabounit aeHb, 1 Ne nepeoro pabouero AHA B rpaduke.

[*] B pa3bl noBbilleHa cKopocTb 3anucu cobbiTnin YPB B B/,
APM «[l'eHepaTop oT4éTOB [1pO»

[+] Job6baBneH OTYET NO CTaTUCTUKE MPOXOA0B B pa3pese opraHu3auuii.



[+] Nob6aBneHa BO3MOXKHOCTb 3KCNOPTa 60/bLIOro YMCNa 3anncen M3 OTYETOB, B TOM YMCae Npu
3KCropTe No pacnucaHuio (CHATO orpaHuYeHme Ha 65535 3anuceit npu aKkcnopTe).

bacTnmoH-2 — Elsys 1.2.8

[*] Npa3gHWKKN moramn He NonagaThb B ApaniBep M KOHTpoanepsbl. McnpasneHo.

[+] YépHbIM POHOM BbIAENAOTCA FAIOYKM B OKHE MHULMANAN3ALUN AN KOHTPONNEPOB C
npeBbIleHMEM KONNYECTBA BPEMEHHbIX MW NMOCTOAHHbIX KapT, YPOBHEM A0CTyNna, BPEMEHHbIX
30H, NPa3AHUKOB.

[+] B OKHe MHMLMann3aumm Tenepb He 0OTOOPAXKAIOTCA UCKAIOYEHHDBIE U3 ONPOCAa KOHTPOANEPDI,
NpW BbIKNOYEHHOM onumK "NoKasbiBaTb Bce".

[*] B npeabiayuiem penmse He paboTan agpecHbit nouck Elsys-IP. UcnpasneHo.

[*] He paboTtanu ceTtesbie rpynnbl ¢ agpecom > 1. McnpasneHo.

[*] Npu noTepe n BoccTtaHoBNAEHUM cBA3M ¢ KCK 1M KOHTponnepamm, HEKOPPEKTHO 0BHOBAANACH
AOCTYNHOCTb ONUMI MHMLMann3auumn. McnpasneHo.

[*] B peaknx cnyyasx, nocne 3anycka / nepesanycka gpalisepa He 66110 cobbITUiA OT
KOHTpOANepoB, NoaKkAtoveHHbIx Yepe3 KCK. McnpasneHo.

[*] NpoBepKa cBA3N N KOHOUTYPALMM KOHTPONNEPOB B PAAE Cny4aeB 0Tobparkana HeBEPHYHO
nHdopmaumto. McnpasneHo.

bacTnoH-2 — Securos FaceX
[+] AobaBneH ApaliBep UHTErPaLUUM CUCTEMbI pacrno3HaBaHua auL, ISS Securos FaceX.
bacTtnoH-2 — Forteza 1.0.3

[*] WUcnpaBneHbl npobnembl C 3aHATUMEM /NIMLEH3UIM Ha YCTPOWMCTBA M CBA3AHHONO C 3TUM
MefibKaHMeM n306parkeHni NNaHoB.

bactnoH-2 — Trassir 1.1.1

[*] NoppepKa HOBOWM BEPCUMN YHUBEPCAZIbHOFO BUAEOK/INEHTA.
[*] KocmeTnyeckne ncnpasneHums.

bacTnoH-2 —Secur0S 1.2.1

[*] Nopnep»<Ka HOBOW BEPCUMN YHUBEPCAIbHOTO BUAEOK/INEHTA.

[+] Nopnep:xKa nonydyeHma cobbITU O pacno3HaHHbLIX HOMepPax TPAaHCNOPTHbIX CPeacTs, Npu
HaAn4YUM AnueH3nmn «bactmoH-2 — SecurOS+».

[+] Nopaep*kKa nonyyeHma cobbITUM OT aHAIUTUYECKUX AETEKTOPOB, MPU HAAUYUU NINLLEH3UK
«bactnoH-2 — SecurOS+».

BactnoH-2 — Domination 1.2.2

[*] Nopaep»Ka HOBOW BEPCUM YHUBEPCANbHOIO BUAEOK/INEHTA.

[+] Noapep:kKa nony4yeHUA COBbITUM O pacno3HaHHbIX HOMepax TPAHCMNOPTHbLIX CPeacTB OT
cepsepos VideoNova-Homep.

bacTnoH-2 — Busunpb 1.0.4

[*] PasoBble nponycka, co3gasaemble yepe3 «bacTMoH-2 — UKC» uam «bnokxoct-AC3M» He
nonaganu Ha cepsepa Busupb. McnpasneHo.



[*] UcnpaBneHus B KoHpurypaTope apalisepa.

bactnoH-2 — BN AC 1.0.8

[+] Moaynb uHTerpaumm aobaBneH B KOMMNAEKT NOCTABKM.
YHUMBEpPCaNbHbIN BUAEOKANEHT 1.2.1.22542

TexHoNnorMyeckne ncnpaBaeHmA:

[*] Y6bpaHa pernctpauma KomnoHeHToB MSMQ 13 nHctannatopa.
[*] NepeBopa TpaHcNopTa Ha UMEHOBaHHbIE KaHa/bl.

[*] AvHamunuecKas 3arpy3ka moaynei ¢ ucnonbsosaHnem Autofac.
[*] UcnpaBneHune HeaopaboTOK NO NOAMIKPAHY.

[+] OobaBneHne anropntma paboTbl 3yma B OKHax BUAEO.

2.1.7.23084 - 05.07.2019

CucrtemHsble

[+] Aob6aBneH moaynb «bacTMOH-2 — Pennmkauma». 3TOT MOAYb HE COBMECTUM C aHaNOTMYHbIMU
MoAyNAMM B Bepcuax «bactnon-2» 2.1.6 Oracle n 6onee paHHumu. ina Oracle byaeT BbinyLeHo
oTaenbHoe obHoBneHue («bactnoH-2» 2.1.7 Oracle) ¢ moaynem «bacTuoH-2 — Penaukaumay,
COBMECTUMbIM C Bepcueit Ha PostgreSQL. B ganbHelwem, 06beKTbl, OCHALWEHHble BEPCUAMM
AMK «BactnoH-2» ana Oracle n PostgreSQL, cmoryT paboTaTb B pamKkax eAuHON CUCTeMbI
penanKauum nponycKos.

bactnoH-2 — Peryna

[+] AopaboTaHbl dpyHKUMM paboTbl ¢ umnamm RFID.

[+] AopaboTaHbl GyHKLMM NPOBEPKM NOAMHHOCTU AOKYMEHTOB.
[+] OnTUMM3aLMA NONb30BaTENbCKOTO MHTEpdENca.

APM «btopo nponyckose»

[+] LobaBneHa BO3MOXKHOCTb OTC/IEXKMBAHWNA CPOKA AeNCTBMA MHGOPMMPOBAHHOIO COrnacuA Ha
0b6paboTKky nepcoHanbHbiXx AaHHbix (MCMNAH). JobaBneHbl BO3MOMKHOCTM MOUCKA MNEPCOH C
3aKaHuymMBaowWmMmca cpokom aenctena UCMNOH, GopmMMPOBaAHMA COOTBETCTBYIOLLErO OTYETa,
npoaneHua cpoka gencrama NCMNAH (B Tom Yncne rpynnosoe).

2.1.6.23067 - 31.05.2019

CucrtemHsble

[+] OobaBneHa noaaep:Kka passepTbiBaHUA AMNK «bacTMoH-2» Ha 6ecnnatHol CYB/ ¢ OTKPbITbIM
ncxoaHbim Kogom PostgreSQL 10. Moaaneprkka CYBL poccuitckoro npoussoactea Postgres Pro
COXpaHeHa.

[*] OnTMmmM3npoBaHa paboTa cucTembl B KOHOUrypaumsax ¢ 6oabwmm ymncnom (6onee 300)
KoHTponnepos CKY/ n OlC.



2.1.5.23053 - 30.04.2019

YPB-lpo
B Komnnekm nocmasku dobasneHa sepcus moodyns, coemecmumas ¢ CYB/] PostgreSQL.
bactnoH-2 — Peryna

JlobasneH MmoOynb UHMeepauuu CcKaHepos OokymeHmos Peayna. [lodoepxusaemcs
pacno3HasaHue 8HYMpeHHe20 U 3a2paHU4HO020 POCCUUCKUX NAacnopmos, 800uUmesbCkux
ydocmosgepeHuli u dpyzux dokymeHmos 8 gpopmamax ID-1, ID-2, ID-3) npu ogpopmaeHuu
nponyckos.

Zna pabomer modyns Heobxodumo npuobpecmu ckaHep npouszeodcmea OO0 «Pezyna».
lModdepxxusaemele modesau ckaHepos - «Peayna-7017», «Pe2yna-7027».

CKRY/[ ELSYS

[*] Moaynu nHTerpaummn 6MoOMeTpUYECKUX CHUTbIBATENEN NepeHeceHbl B OTAe/IbHbIe ApanBepbl
AlNK «BbacTMoH-2».

[*] OnTMmM3auma npoueayp MHULMANU3ALUN U NOUCKA KOHTPO/INEPOB.
[*] MosbiweHa cmabuabHocmb pabomesi KoOHguU2ypamopa opalisepa 8 pAde cueHapues.

CucrtemHsble

[+] B noacucTteme rapaHTMpPOBaHHOM AOCTaBKU M3MeHEeHU B KoHTponnepbl CKY/[ aobasneHo
BPEMSA KU3HU coobuweHni. ITO obecneynmBaeT CHUXKEHUE HArPy3KM Ha CepBepPHbIE MOAYAU U
OorpaHu4YeHne ovyepeam AOCTABKW.

APM «bropo nponyckos»
[+] ,ﬂo6asﬂeHa B803MOMHOCMb O4YUCMKU MepCcoHAs1bHbIX OQHHbIX 8 epynroebix ornepayusx.

[+] AobasneHa 803MOXHOCMb (hOPMUPOBAHUS OMYEmMO8 Mo 8bI6PAHHLIM COMPYOHUKOM Yepes
"YHusepcanbHoe noodKaoyeHue",

[+] B KomnsieKm nocmaegKu 8KA4YeH 00NoaHUMEAbHbIG omyem Mo yposHAM docmyna.
[+] CKpbIimbI nepcoHanbHble 0aHHble 8 hopme 2106a71b6H020 MOUCKA.

[+] Oob6aBneHa BO3MOXHOCTb CO34aTb BPEMEHHYIO 30HY, KOTOpaA AeNCcTByeT B NpPasgHUYHbIN
JEeHb, HO He AeiCTBYeT B pabounii.

[+] Npu pepakTMpoBaHUM ypOBHEW AocTyna AobaBneHa BO3MOXKHOCTb BblAENATb HECKOJIbKO
TOYEeK NPOXoAa U yAaNUTb UX.

[+] B rpynnoBbix onepaumax C nponyckamu f[obaBneHa BO3MOMKHOCTb paboTaTb C
«JlononHUTEeNbHbIMMU nonAMm». Mpwn 3TOM ecTb BO3MOXHOCTb BblbOpa:
1. 3ameHunTb cogepnumoe «ONOAHUTENBbHOrO MONA» 3HAYEHWEM, YKA3aHHbIM B TPYMNMNoBOM
onepaumu;

2. 3HayeHMe, yKasaHHOe B TrpynnoBoM onepauun [06aBUTb B KOHEL, COAEPKUMOrO
«[JononHUTEeNbHOE None».

[+] AobaBneHa BO3MOXHOCTb KOHBEPTMPOBATL COCTABHOM YPOBEHb A0CTYNa B OObIYHbIN.
[+] B 06wux HacTpolikax blopo nponyckos aobasneHa onuua "MpoToKoanpoBaTtb 3anpockl K bA".

[+] Tpynnosbie onepauun Tenepb paboTaloT, €CM HA KOMMbIOTEPE aMepUKAHCKMA dopmat
BPEMEHM.



APM «[l'eHepaTop oTveTOB [1po»

[+] AobaBneHa BO3MOXKHOCTb BbIBOAA B LWAb/N0OHaX OTYETOB AOMNO/HUTE/IbHbIX NOJIEN NPOMNYCKOB,
nona "KommeHTtapuin" us "Csoiicts nponycka", a Takxke nonen "Mapwpyt" u "Mpumevanume K
nponycky".

Moaynb rpadukm

[+] Tpaduka. PeannsoBaHa BO3MOXKHOCTb NeEpemelleHMe oTobpaxkaeMoW 4acTuM nsaHa B
npouecce pMcoBaHUA NOUTOHOB M NEPUMETPOB.

[*] WcnpaBneHo «npoBanuBaHWEe» peaakTopa NNaHOB MNoJA APYrMe OKHa Npu COXPaHEeHUU
U3MEHEeHUN.

Moayam nHTerpaumm
B KOMNNEKT NOCTaBKM BKAOYEHBI OBHOBNEHHbIE MOAYNN UHTErPaLMK:
e «bactmoH-2 — Domination»;
e «bactnoH-2 —VideoNova B»;
e «bacTMoH-2 — UHTennekT».
BHumaHue! MNpur 06HOBAEHUMN KAXKA0r0 U3 3TUX Mogyner TpebyeTca KOHBepPTAUMA AaHHbIX.
bactnoH-2 — Domination 1.2.1
[+] BbiBOA, BMAEONOTOKOB Yepe3 COBCTBEHHOIO KNMEHTa.

[+] Noppeprkka nepepaun B AMK "BacTnoH-2" coobuieHMn OT aHaUTUUYECKUX AEeTEKTOpPOB
(nepeceyeHne NUHUK, OBHaApy)KEHWE AULA, AETEKTOP OCTaB/JEHHbIX NPEeAMETOB M np.).
Moaaep»KKa aHaNUTUYECKUX AETEKTOPOB TPEBYET HAIMUNA OTAENbHOM NNLEH3UMN.

bacTtnoH-2 — VideoNova B 1.2.1
[+] BbiBOA, BUAEONOTOKOB Yepe3 cOOCTBEHHOTO KAMEHTA.

[+] Nopaeprkka nepepaun B AMNK "BacTnoH-2" coobLWEeHMn OT aHaNUTUUYECKUX AETEKTOPOB
(nepeceyeHne nMHUK, OBHapy)KeHME NMUA, OETEKTOP OCTaB/NEHHbIX MPeaAMETOB W np.).
MNoaneprkka aHAaNNTUYECKUX AETEKTOPOB TPebyeT HaNMUUA OTAENbHON NNLEH3NN.

[+] JobaBneHa BO3MOMKHOCTb COXpaHeHUa n3obpaxeHunit B }kypHan AlK "BactnoH-2" Bmecte ¢
cobbITUAMM pacno3HaBaHWA aBTOMOBUIbHbIX HOMEPOB.

bactnoH-2 — UHTennekt 1.2.2

[+] NopanepKa ao 15000 Kamep. MoaKkNtoYEeHME K OAHOMY cepBepy MHTennekKTa.

[*] OpariBep nonHOCTbLIO NepenncaH 6e3 ncnonb3oBaHUA ycTapeslunx 6ubanotek UTV.

2.1.2.22990 - 08.10.2018

CnucrtemHble
3ameHeHa CYB[, c Oracle Ha PostgreSQL.
Moaynu «BbactnoH-2 — Web-3asBKa» u «bactnoH-2 — MKC» moryT pabotatb nog OC Linux.

[ocTtyneH KoHBepTtep B c Bepcuun 2.1.1 (Oracle) Ha 2.1.2 (PostgreSQL).



bropo nponyckos

bonee ynobHas peanusauma GyHKLUMN NOMCKA M yaaneHua ay6AMKaTOB CNOBAPHbIX 3HAYEHUN,
ybpaHo nmwHee AManoroBoe OKHO.

BactnoH-2 — IHTennekT

Pa3paboTaH HOBbIM ApanBep. CylLleCcTBEHHO MOBbIWEHA MNPOU3BOAMTENLHOCTb, A06aBNeHa
noaaepKka pabotbl ¢ bosblInMM KomdecTBom Kamep (o 15000).

OrpaHnyeHuna

Ha momeHT BbinNycKa He noggepKmatotca moaynm «bacmutoH-2 — YPB lMpo» n «bacTuoH-2 —
PenanKkaums». TakKe, CMIUCOK MOAYNEN MHTErpaLMmn OrpaHMYEeH caeayoLwmm:

e bactnoH-2 — ELSYS;

e bactmoH-2 — C2000;

e bBactnoH-2 — Peridect;

e bactnoH-2 — lNyHKTMp-C;

e bacTMoH-2 —3aps;

e bBactnoH-2 —VideoNova;

e bactmMoH-2 — VideoNova B;

e bactnoH-2 — Domination;

e bacTuoH-2 — IHTeNNekKT;

e bactnoH-2 — OPC-cepBep;

e bactnoH-2 — CC TMK;

e bactnoH-2 — baokxoct AC3IT;
e bactnoH-2 —lMacnopT;

e bactMoH-2 — UHaycTpuanbHOe NUTaHUeE;
e bactMoH-2 — Web-3asaBKa;

e bactnoH-2 - TUH;

e bactnoH-2 — UKC;

e bacTMoH-2 — MapLpyT.

OcTanbHble Moaynun 6yayT BbiNyCKaTbCA OTAENbHO.

2.1.1.13760 - 05.09.2018

CucrtemHsble
[JobaBneHa BO3MOXKHOCTb MOBOPOTa NMKTOrPamMm Ha NPOM3BOJIbHbIN Yroa ¢ warom B 1 rpaayc.
JobaBneHa BO3MOXKHOCTb OTK/AOYATb MeHeaykep 61OKMPOBOK.

[lobaBneHa BO3MOXHOCTb BbIBOAa Noaa «Homep nponycka» Ha popmbl poTonaeHTUPUKALMUM.



APM «[l'eHepaTop oTveTOB [1po»

B rnobanbHOM nowucke 1 B Tabnmuax AaHHbIX ypaHa BO3MOXKHOCTb OTOOpPArKeHUA NacnopTHbIX

AaHHbIX nonb3oBaTenen CKY.

APM «bropo nponyckos»

[lobaBneHa BO3MOXKHOCTb 06beANHATb 3HAYEHWA B CNPABOYHMKAX BPYYHYIO.

[lo6aBneHa BO3MOMKHOCTb BbiBOAA No/A «Homep nponycka» B wWabaoHbl NPOMYyCKOB M Ha

dopmbl OTHETOB.

[lo6aBneHa BO3MOXKHOCTb MOMCKA MO Ha/IMUYNIO BUOMETPUYECKMX CUTHATYpP. B Tabanue

OCHOBHOIO OKHa MOXHO BbIBECTU CTO/16€LI,, 0To6pa>+<arou.|,m31 UX Haan4mne n tun.

bactnoH-2 -Pennnkauma 1.4

Y6paHa perncrpo3aBMCcCMMOCTb NPU NOMCKE COOTBETCTBYIOLWMX 3aNMCEN B LeHTpe 1 B duananax;

Y6paHa perncTpo3aBMCcMMOCTb NPU pPa3peLleHUU KOHDIUKTOB;

Tenepb He penanumupyeTca NPOCPOYKa NPONYCKOB;

McnpasneHo nosegeHue onuumn «MpaBo peaakTMpPOoBaTh YyXKKne NponycKa;

[obasneHa oTaenbHasA HACTPOMKa "PenamunpoBaTb MSMEHEHMA YYXKMX NPONYCKOB";

PAg, BHYTPEHHUX U KOCMETUYECKUX UCMPaBAEHUMN.

2.1.1.13718 — 31.05.2018

CucrtemHsble

[lopaboTaH mexaHM3Ma aBTOMEPEKNOYEHUA MNAHOB: MOC/NE aBTOMEPEKNOYEHUSA He
NPOUCXOANT LLEHTPOBKA Ha TPEBOXXHOM YCTPOMCTBE, €CU NAaHbl 3aPpUKCUPOBAHbI UM
YCTPOWMCTBO HaxoAUTCA B 061aCTM BUANMMOCTY;

B pepakTope nnaHos gobaBneHa BO3MOXKHOCTb KONMMPOBATb TONbKO OA4MH rpadpuyeckumi
NnAaH B CyLEeCTBYOLWNI Habop NNaHOB;

Obwmx HacTpomkax p[obaBneHa BO3MOMKHOCTb YKa3aTb, HYKHO /M Y4YUTbIBATb
HenoaTBepPXKAEHHbIE cOObITMA NPKU OTOBPaAXKEHMUM COCTOAHMUA YCTPOMCTB HA rpadryecKknx
naaHax;

B KoHourypatope cueHapueB pobaBneHa BO3MOMKHOCTb NepemelaTb CUEHapuu B
rpynnbl Yepes KOHTEKCTHOE MEHHO;

B KoHdurypaTope cueHapueB, B peAaKTope MNAaHOB, B KoHdurypatope
nepeonpeaenéHHbix cobbiTMiA A06aBNEHbI COPTUPOBKM NO andaBUTy NP OTOOBParKEHUU
CMWCKOB;

McnpasneHa ownbka B cepBepe CUCTEMbI, M3-3a KOTOPON MPU U3MEHEHUWN 3NEMEHTa
nnaHa He NPOMCXOAMNO coxpaHeHwe B B[l yctaHoBneHHoro ¢nara «OTobpaxkaTb B
HOPMaNbHOM COCTOAHUMY.



APM «YPB [1po»

e lcnpaBneHa ownbKa, He NO3BOAABLLAA BbIMOJAHUTL PYYHOM NepepacyeT oTpaboTaHHOro
BPeMEHWN Ha OCHOBE OCHOBHOIO NPOTOKO/a COObITUIA.

APM «[eHepaTop oT4eTOB [1pO»
e lcnpasneHa owmnbka ¢ BbiIbopom nogpasaeneHnin B kputepuax otbopa ana oTyeTa;
e WcnpaBneHa owmnbKa c BbIGOpOM OnepaTopoB B KpuTepuax oTbopa Ana oT4eTa;

e YcKopeHa 3arpyska KpuTepues oTbopa.

2.1.1.13698 — 28.04.2018

APM «btopo nponyckos»

B APM «biopo nponyckoB» pAobaBneHa BO3MOMXHOCTb Ha3HaYeHUss OAHOMY MPOMNYCKY
HECKOJIbKNX YPOBHENM A0CTyna.

Takxke, B8 APM «biopo nponyckoB» BCTPOEH HOBbIM YHMBEPCANbHbIA MOAyAb PaboTbl ¢
6UOMETPUYECKMMM cunTbIBaTeNsIMKU. [oaaepkKa HOBbIX BMAOB CYMTbIBAaTENEN Tenepb He
notpebyet obHOBNEHMA OcHOBHOro moayna APM «bropo nponyckos».

BbiNO/IHEHWE CLEHAapMEB MO PaCiMCaHMIO

[obaBneHa BO3MOMHOCTb BbINOAHEHUA cueHapueB AlNK «BbacTMoOH-2» NO BpeMeHHbIM
pacnucaHuam.

PacnucaHusa moryT 6biTb cneayrolmx Bnaos: HegenbHoe, MecsayHoe, PasoBoe.

ANnAa HepenbHbIX N MeCAYHbIX pacnmcaHMﬁ MOXHO 3a4aTb AHU HeEAEeNN UIN MmeCAla, B KOTOpble
OHO BbINO/NHAETCA, C Y4ETOM KOPOTKUX U NPAa3aHNYHbIX LI,HGVI.

[nA Kax[oro cLUeHapma MOXHO 3a4aTb HECKOJIbKO pacnuCcaHuii.
Co3paHMe OTYeTOB MO PAaCcAMCaAHUIO

Ona dopmupoBaHUA OTYETOB NO PACMNMCAHUIO Tenepb MCMNONb3yeTcs BCTPOEHHbLIN B cepBep
cuctembl AMK  «BacTMOH-2» NAAHMPOBLUMK 33agaHMKA. ITO nossosseT u3bexkatb npobnem
COBMECTMMOCTM C Pa3INYHbIMM BEPCUAM NAAHUPOBLLMKA onepaunoHHon cuctembl Windows.

dopmupoBaHMe OTYETOB NO PACNUCAHUIO TENEPD BbINOJHAETCA TONIbKO Ha CEPBEPE CUCTEMDI.
MoaaepKka buometpum EnterFace 3D

B gpaiBep «bactnoH-2 — ELSYS Bio» gobaBneHa nopaeprkka 6MOMeTpUYECKMX cYnTbiBaTeNel
reomeTpumn nnua EnterFace 3D, EnterFace 3D Gate.

Moaynb HTerpaumnm cuctembl BuaeoHabatogeHmns SecurOS

Apaneep «bactMoH-2 — SecurOS» BbINONHAET 33434y UHTErpaumMm CUCTEMbl TENEBU3MOHHOIO
BuaeoHabnoaeHua SecurOS Premium c AMNK «bactnoH-2». Nogaep»kusaetcs sepcua SecurOS
Premium 9.4.

MepeyeHb OCHOBHbIX GYHKLUMI ApaliBepa:

® [IPOCMOTpP «KMBOrO» BUAEO OT BCEX KAamep C NOMOLLbIO KaneHTcKkoro N0 SecurOS
Premium Ha paboyem mecte AMK «bacTnoH-2»;



e 0oTObparKeHMe NHTEePAKTUBHbIX MUKTOrPamm TeNleKamep U BUAEOPErMCTPaToOpPOB Ha
rpaduyeckom nnaHe;

® MPOTOKO/NIMPOBaHME COBbLITUIA OT BMAEOKAHANOB (OBHapyXKeHWe ABUNKEHUSA,
nponagaHue / BOCCTaHOB/NEHWE BUAEOCUrHaNa, NponagaHue / BOCCTaHOBAEHWE
cetn);

® MPOCMOTP BUAEOAPXUBA;
e ynpas/ieHue NOBOPOTHbIMU BUAEOKAMEPaMM, BK/IOYAA BbI30B NPeayCTaHOBOK.

Moaynb MHTerpauum cuctembl BuaeoHabatoaeHma Trassir

Apaneep «bacTMoH-2 — Trassir» BbINONHAET 33434y MHTErpauMmn CUCTeMbl TeNEBU3NOHHOIO
BuaeoHabnoaeHua «Trassir 4.0» ¢ AMNK «bacTUoH-2».

Apansep «bactnoH-2 — Trassir» npegocTaBaseT cneayrowme GyHKUUK:

® [MPOCMOTpP «XKMBOIro» Bnaeo AnAa KaxXaoro 3 sBngeokaHasos B OTAEe/IbHOM OKHE,

e OTOOpa)keHne WHTEPaAKTUBHbLIX MUKTOrPaMmM TeneKamep W BUAEOPErvcTpaTopoB Ha
rpaduyeckom nnaHe;

® NPOCMOTP BUAEO0APXMBA MO COBLITUAM;
® MPOTOKOAMPOBAHWE COBLITUI OT AETEKTOPA ABUNKEHUSA;
e BbINOJIHEHWE CO3AaHHbIX HA CEPBEPE CKPUMTOB;

e aBTOMaTU4YeCcKoe ynpasaeHue cuctemoi no cobbituam B AMK «BacTmoH-2» (BbiBOA,
N3006parKeHns TPEBOXKHOM 30HbI HA MOHWUTOP, BbINOHEHWE MaKPOKOMaHA);

® ynpasaeHne NnoOBOPOTHbIMU Kamepamm nyTem nepexkaroyeHnAa npegyCcraHOBOK.

Moaynb MHTerpauyum cmcteMol BuaeoHabatogeHma Axxon Next

Apaneep «bacTnoH-2 — AxxonNext» BbINONHAET 33434y UHTErpaLmMm CUCTEMbI TENEBU3NOHHOIO
BuaeoHabnoaeHua «AxxonNext 4.1.0» c AMK «bacTUoH-2».

Npaneep «bactmoH-2 — AxxonNext» npegoctasaseT cneayoume GyHKUMM:

® [IPOCMOTP «XKMUBOro» snaeo AnAa KaxXaoro n3 sngeokaHasios B OTAE/IbHOM OKHe;

e OTOOparKeHMEe WHTEPAKTUBHbLIX MUKTOrPaMM Tenekamep W BUAEOPErUCTPaTOpPOB Ha
rpaduryeckom nnaHe;

® MPOCMOTpP BUAEO0APXMBA MO COOLITUAM;
® NPOTOKOAMPOBAHWE COBBLITUI OT AEeTEKTOPA ABUKEHUSA;

® BbINO/IHEHNE 3a4aHHbIX MAaKPOKOMaAHL,



e aBTOMaTU4YeCKoe ynpaBaeHue cuctemoi no cobbituam B AMK «BacTnoH-2» (BbiBOA,
N3006parKeHns TPEBOXKHOM 30HbI HA MOHWUTOP, BbINOIHEHWE MaKPOKOMaHA);

® ynpasaeHne NOBOPOTHbIMU Kamepamu, nyTem neperknovyeHna npeayCcraHOBOK.

Mopaynb MHTerpauum cnctemol BuaeoHabnoaeHma CVS

Opansep «bactnoH-2 — CVS Mntoc» npegHasHayeH ana nHterpaumm B AMK «bacTUoH-2» cuctem
BuaeoHabnoaenua CVS. Opaiisep coBmectm ¢ CVS Center 6.9.6. MNepeyeHb 0CHOBHbIX GYHKLINI
Apamnsepa:
® MPOCMOTP «XKMUBOTO» BUAEO OT BCEX KAamMep B OTAE/bHbIX OKHax Ha Ntobom pabouyem mecte AMK
«bacTUoH-2»;
o 0T06pa>+<eHv1e UHTEPAKTUBHbIX MUKTOrPaMM TeJsieKaMep;
o NPOTOKO/INpOBaHME cobbITnit oT BMAEOKaHanos (06Hapy>1<em4e ABUXeEHNA, nponagaHue /
BOCCTaHOB/IEHWE BUAEOCUIHaNa, nponagaHue / BocctaHoBaeHMe cBasn ¢ CVS Center);
e ynpasJ/ieHMe NOBOPOTHbIMU BUAEOKaMepamu;
e aBTOMATUYECKOe ynpasBiaeHue cucTtemoi no cobbitmam B AMNK «bacTMoH-2» (BblBOA,
N3006pa*KeHns TPEBOXKHOM 30Hbl HA MOHUTOP);
e MpPOCMOTP BMAEOMHDOPMALUM (BUAEOAPXMBA) MO COBLITUAM.

Moaynb nHterpaunm CC TMK

Mopaynb «bactnoH-2 — CC TMK» npegHasHaveH ana nogkntodeHuna AlMK «bacTMoH-2» K cucteme
cbopa pe3ynbTaToB TEXHUYECKOTO MOHWUTOPWUHIA W  KOHTPOAA OOBLEKTOB TPAHCMOPTHOWM
nHopacTpykTypbl (CC TMK).

OcHoBHOWM yHKLMEN mogyna asnaeTca opmmnposBaHme u nepegada cobbitnin ot AMNK «bactnon-
2» K CC TMK. B CC TMK nepeaatotca cobbiTs oT cneaytowmx nogcmctem AlNK «bactnoH-2»:

e Cucrtema BuaeoHabnoaeHus;

e CucTema KOHTPOANA M ynpaBaeHua AOCTYNOM;

o OxpaHHo—nomapHaﬂ CUrHann3auusa;

e CucTema NoXKapHOM CMrHann3auuu.
Mepenaya cobbiTUIM OcywecTBaAeTCA NO NOAMNMUCKEe, NapaMeTpbl KOTopol onpeaenatoTca B CC
TMK.

JononHuTenbHoO, ApanBep NpeaoCcTaBAAET BO3SMOMXKHOCTb BPYYHYO ONpeaenmTb, Kakne cobbiTms
AMK «bactnon-2» 6yayt nepeaasatbca B CC TMK B KauecTBe MHLWAEHTOB.

Opaiisep AlK «bactnoH-2 — CC TMK» He nepeaaet B CC TMK BMAe0NOTOKM.

2.1.0.13690 - 21.11.2017

BblaeneHHbI cepsep 0bopya0BaHMSA

B Bepcum 2.1 moAynn MHTErpauum BbIHECEHbI U3 KAMEHTCKOro MNpuioXeHus Bastion.exe wu
paboTaloT Ha cepBepe 0b6opyaoBaHMA 6e3 NoNb30BaTENbCKOro NHTepdeiica. Bastion.exe Tenepb
ABNAETCA KIMEHTCKUM MPUNOKEHNEM.

daKTUyeckn, [ApaliBepbl BbINONHATCA KaK OTAeNbHble npoueccbl. M3 3Toro BbITEKaloT
cneayowme nsmeHeHun:



e Bce gpaliBepbl CTapTyOT NPW 3aMycKe KOMNblOTepa, 40 BXOAa NO/b30BATENA B CUCTEMY.
3anyck gpaliBepos Npou3BoauT ciyba BAgentSvc.

e Kaxablii TMN gpaiiBepa paboTaeT B oTAE/NbHOM Npouecce ¢ MmeHem Bastion.DriverHost.
Ecnm B cucTeme HECKONBKO OAHOTUMHbBIX ApanBepoB (Hanpumep, 2 aApansepa Peridect),
TO OHM byayT pabotatb B ogHOM npouecce. Mepe3anycTUTb OTAENbHO KaXAblh W3
OZHOTUMHbIX APalBEPOB HE/b3A, TOJIbKO BCE BMECTE.

e [lepe3anyck KIMEHTCKOro npunoxeHua Bastion.exe Tenepb He bHyaeT npuBoAUTb K
nepesanycky pAgparhBepoB obopyaoBaHuA. [Ona nepesanycka apaliBepoB AobasseHa
cneumanbHaa ¢opma «YnpasneHue pgpariBepamu» Ha BKnagke «[pansepbi». Bce
ApaiBepbl MOXHO 3anyckaTb / OCTaHaB/AMBaTb OTAE/IbHO, HE BbIXOAA U3 MPUIOMNKEHUS
APM OnepaTtopa, B TOM Yncne yganeHHo.

e CepBep 060pyAOBaHMA U CepBep CUCTEMbI MOTYT paboTaTb 6e3 3anyLeHHOro Ha HuX
moayna Bastion.exe, To ecTb — 6€3 N0/1b30BAaTENLCKOrO MHTEPdEica.

PacwmnpeHHbI GyHKLUMOHAN cepBepa CUCTEMbI

CepBep cuctembl cTan obpabaTbiBaTb CYWECTBEHHO 6onblluee 4YMCNO onepauunii, yem B
npeablaywen sepcuun. B uncne onepaumin, BbINOAHAEMbIX Yepes cepBep cMcTemMbl, B Bepcun 2.1
nobaBneHbl:

e Bce onepaumm no paboTe c AaHHbIMKU ApaiiBepoB ob6opyaoBaHUS;

e Onepauun no pabote ¢ A3AHHBIMW MO HACTPOMKam cucTeMbl (06LLIME HACTPOMKK, ONepaTopsl,
npoduan onepaTopos, HACTPOIMKN COOLITUI M peakLnin, 061acTM KOHTPOASA, FPYNMNbl yNpaBaeHUn
OoXpaHoi);

e  CUHXPOHM3aLMA BPEMEHMU;

e Pabota noacucTembl rapaHTUPOBAHHOM AOCTAaBKM U3MEHEHWN;

e PaboTa nnaHMpOBLLMKA YPOBHEN AOCTYNa;

e PaboTta mexaHM3ma 06paboTKM BpEMEHHbIX KapT C UCTEKLIMM CPOKOM AENCTBUS;

e  3anyck cLeHapueBs Nno cobbITUAM;

e LDAP-asTOpusaumsa;

e [IpoBepKa NOJIHOMOYMI NONb30OBaTENEN.

HoBbI MOAYb NPOTOKONMPOBAHMSA

HoBbin Moaynb 06nafaeT CylWecTBEHHO MOBbIWEHHOW HaAeXHOCTblo npu notepe /
BOCCTAaHOBAEHWUM CBA3M C Ha30M AaHHbIX. Bce cobbITnA, KOTOpbIe He MOTYT BbITb Cpa3y 3anuMcaHbl
B UeHTpanbHyto B[, KawwupytoTrcA B noKanbHou B SQLite. PaHee ana nokanbHOro Kawa
MCNOb30BaIMCb NPOCTbIe TEKCTOBbIE (alinbl.

bioKku POBKa Mapasisie/ibHbIX N3MEHEHUM

B 2.1 no6aBneH meHeaKep 610KMPOBOK HA YPOBHE AAPa CUCTEMBI. TO €CTb, NPUNOMNKEHMA UMEIOT
BO3MOKHOCTb 3a6/10KMPOBaTb OA4HOBPEMEHHbIE U3MEHEHUSA AAHHbIX HA Pa3HbIX Paboymx mecTax
WAW B PasHbIX NpoLeccax Ha ogHoM paboyem mecre.

Tenepb cuctema cpasy 3abNOKMPYET OTKPbITUE GOPMbl PEAAKTUPOBAHUA, €CAN U3MEHEHUA
NpoBOAATCA rae-To elle.

MN3meHeHMs B cUCTeMe pa3rpaHnYyeHmna AocTyna

HacTpoiika poctyna K pasHbiIM NPUNOXKEHMAM Tenepb BbiNoaHaeTcA Aana [lpoguneli
onepamopos, a He OTAENbHO ANA KaXKA0ro onepartopa.



[ob6aBneHa noaaep:Ka pasrpaHUYEHUn JOCTyNa OoNepaTopoB K noapasaeneHnam. Hactpoiika
npou3BoguTCca Ha yposHe [lpoguneli onepamopos. PasrpaHunyeHune pabotaet B8 APM bBiopo
nponyckos, B8 APM YPB-lpo, a TakXe B OKHe rn106anbHOro moucka nepcoHana BO BCex
NPUNOXKEHMAX, @ TAKXKE B OKHE NOUCKA MEeCTOHaxoXaeHnA nepcoHana. B APM OnepaTopa atu
pa3rpaHMYeHmA HA TEKYLLMIN MOMEHT HEe MCNONb3YHOTCA.

Tun cobbITUi (LWUTAaTHOE, TPEBOXKHOE, HEMCNPABHOCTL) TeNepPb ONPEeAENAETCA UX NPUOPUTETOM.
To ecTb, B HAcTpOMKe NPUOPMUTETOB COOBLITUI Tenepb MOMKHO YKasaTb, YTO BCe COObITUS C
334aHHbIM NpuopuTeTom HByayT 06pabaTtbiBaTbCA, HANPUMEP, KaK TPEBOTMU.

MoaaepKa LDAP-maeHTUOUKALMN

B Bepcuun 2.1 pobaBneHa BO3MOMXKHOCTb aBTopmM3aumm Yyepes LDAP-cepsuc (B Tom uyucne, Active
Directory). Mpu 3TOM MMetoTCA cneayrowme BO3MOKHOCTH:

e ABTOpM3aLMA MOMKET NPOU3BOANTLCA Yepes ntoboi LDAP-cepsep (B TOM uncne, yCTaHOBAEHHbIN
Ha Linux), He TonbKo yepes Active Directory.

e [lpoBepKa MmeHM / Napona Nonb3oBaTena NPOU3BOANTCA TOIbKO Yepes cepBep cucTembl. TO ecTb,
coeanHaeTca B LDAP-cepsepom 1 onpegenseT npasa No/sb30BaTesNA TO/IbKO cepBep CUCTEMBI.

e [lonb3oBatenn, pobasneHHble 4epe3 LDAP, He uMMeOT BO3MOXHOCTM aBTOPU3aALMM B
npunoxeHusx bactmoHa 6e3 nposepku no LDAP.

CueHapuii MICNONb30BaHMA, NPU BKAOYEHHOW U HAacTpoeHHoM LDAP-aBTopm3aumm:

Mpwn 3anycke bacTnoHa oTobparkaeTcA OKHO BBoga noruHa / napons. MNocne BBoAa AaHHbIX,
CHayana NpoBepAeTca, ecTb /M TaKoW Nonb3oBaTenb / naponb B bacTnoHe. Ecan ecTb Takol
nonb3osBaTenb U OH gobasneH He yepe3 LDAP - Bxopn npoussoautca nog HUm. Ecam Het -
NnorvH/naponb OTNPaBASAETCA Ha CepBep CUCTEMbI, CEPBEP CUCTEMbI MPOBEPAET NOAb30BaTENA MO
LDAP. Ecnn nonb3oBaTenb € 3a4aHHbIM naponem cyuwecrtsyet 8 LDAP, u BxoauT B rpynny
nonb3osBaTtenen AMK "BactuoH-2", To emy npepoctaBnAeTca A0CTyn K npuaosxkeHuam AMNK
"BacTMoH-2" (cNnCcoK pa3spelleHHbiXx NpuaoKeHuin nposepsietcs no b AMNK "Bactnon-2". Ecau
nonb3osaTtens LDAP, umetouiero nonHomouums Ha paboty B bactuoHe, HeT B B/l AMK "BacTuon-
2", To OH Tyaa nobasnsercs.

OrpaHun4yeHua:

1. [AsyxdaKTopHaa aBTOpM3auMA He NoAAEPKMBaAETCA.
2. Tpwv 3anycKe NpuAoXKeHUI bacTMoHa-2 NoNb30BaTe b A0NKEH BBECTU IOTUH / Nap0ob, AAXKe ecan
HacTpoeHa aBTopu3sauma Yyepes LDAP.

Hactpoinku LDAP-naeHTUdMKaumm npomssoastcs B « ObLMX HAaCTPOMKAX» CUCTEMBbI.
[oacucTema rapaHTMPOBAHHOW A0CTaBKM M3MEHEHMUIA
MoacmcTema NOMIHOCTbIO NepeHeceHa Ha CepBep CUCTEMBI.

[obaBneHa nopaeprkka rapaHTUPOBAHHOM AO0CTAaBKU M3MEHEHWM Mo 2pynnam ynpasneHus
oxXpaHoli.

BO3MOXXHOCTb aBTOMATM3aLUMMN OUYNCTKN yCTapeBWwnX AaHHbIX 13 B,B,

[obasneHa BO3MOXKHOCTb rMOKOIM HAaCTPOMKM aBTOMATMYECKOTO yaaneHua us Bl yctapesmnx
AaHHbIX. HacTpamBaeTcA nepumoguMyHOCTb M BpPemA BbIMNOAHEHUA onepaumn. OTaenbHO AnA
pasHbIX rpynn AaHHbIX eCTb BO3MOMKHOCTb YKasaTb Mepuos, 3a KOTOpblA ciedyeT OCTaBAATb
AaHHble B Bl (0T ogHOro mecsaua Ao 3-x eT). BO3MoXKHO aBTOMAaTMYECKOe yaaNeHNe CeayoLmnx
rpynn AaHHbIX:



e CobbiTna Bxoaa / BbIxoAa;

e UNcTopus U3MeHeHMA AaHHbIX;

e LltaTHble cobbiTus;

e TpeBoXHble cObbITUS;

e HewucnpaBHocTu;

e Cob6bITMA C NPUOPUTETOM HE BblLLE 3aJaHHOTO.

HoBbI Moay b rpadpuKm

Moaynb rpadukm 6bin BbIHECEH B OTAENbHbIM Npouecc. KnloueBoe M3MeHeHMe B rpaduke —
BO3MOHOCTb OTKPbIBaTb O4HOBPEMEHHO HECKO/IbKO OKOH C NaHamu. Takum o6pa3om, MOXKHO
3¢ EKTUBHO NCNONb30BaTb HECKO/IbKO MOHUTOPOB A/15 BbIBOAA NAHOB. [lONONHUTENbHbIE OKHA
rpaduKkm He obnaaatoT 3aKnaakamu. MNepeknoyeHre NNaHoOB NoO TPEBOre NPOM3BOAUTCA TONBKO
B OCHOBHOM OKHe bactMoHa. Ecam Heobxoammo, 4Tobbl Kakue-TO nnaHbl OoTObparkanmchb
NOCTOAAHHO, NX MOYHO BbIBECTU B OTAE/bHbIX OKHAaX M PacroNoXUTb Ha 3KpaHe Kak TpebyeTca.

HacTpolika  pacnonoxeHma  OKOH  rpaduKM  COXPAHAKTCA  JIOKaNbHO B daine
<Bastion2>\grRegularProperties.xml. [Ona Ka)aoro onepatopa COXPAHAKOTCA OTAENbHble
HACTPOMKM.

[ononHUTENbHbIE BOSMOYKHOCTM HOBOTO MOAYAA rPAadUKM BKAOYALOT:

1. BO3MOMHOCTb 3a4aTb HECKO/IbKO MMEHOBAHHbIX NPeAyCTaHOBOK AN KakAoro nnaHa u
NnepeKkNtoYaTbCca Mexay HUMM.

2. BO3MOXKHOCTb MOBOPOTA NtO6bLIX MUKTOrpamm B /tobom M3 8 HanpasfeHwit. MoBopaumsaeTca
Tenepb BCA MUKTOrPamMma, a He TONIbKO eé CoAepsKUMOe.

3. PefaKkTop niaHOB — Tenepb 3TO OTAE/bHAA YTUAUTA B KOMMAEKTe nocTaBku AMK «bacTWMOH-2».
Henb3a o4HOBpPEMEHHO pPeaaKTMPOBaTb NAaHbl C HECKObKMX Paboumnx mecT.

4. BO3MOXHOCTb BPYYHYIO BBECTM KOOPAMHATbl MUKTOFPAaMMbl, YTO MO3BO/AET, HaNpPUMep, Nerko
BbIPOBHATb MUKTOrPaMmbl.

HoBbIM moaynb GoToONAEHTUPUKALMN

[lobaBneHa BO3MOMKHOCTb OTOOparKeHUs pAaHHbIX 06 aBTOTPaAHCNOPTE M  MaTepuanbHbIX
Nponyckax B OKHax ¢oTtonaeHTUdMKaumm. PaspaboTaHbl cneunanbHble LWabA0OHbI OKOH
doTongeHTMdMKaLMM ANA MaTepranbHbIX U TPAHCNOPTHbIX MPOMYCKOB.

[obaBneHa BO3MOXKHOCTb NOATBEPKAATb AOCTYN NPAMO U3 OKHA GoToMAeHTUDMKALNM.

HacTpoikmn oTobpaxkeHua OKoH ¢oTomaeHTUPUMKAUUM Tenepb MNPUBA3AHbI K KOHKPETHOMY
pabouyemy mecty, a He K npoduato onepaTtopa.

doTonaeHTMdUKaLMa Tenepb BbINOJHAETCS B OTAE/IbHOM npouecce.

doTonaeHTUdMKauma Kawmnpyet dotorpadumn N0KaNbHO, NOITOMY Npu noTepe cBA3n ¢ b/l oHa
nNpPoAo/IKUT paboTaTb.

Pa3spaboTaH HoBbIl pegakTop dopm poTonaeHTUDUKaLUN.

APM OnepaTtopa

OnepaTMBHbIE OTYETDI

[ob6aBneHa BO3MOMKHOCTb 6bICTPO NOAYYNTb OTHET O COOLITMAX NO BbIOBpaHHOMY YCTPOMCTBY UK
nepcoHe n3 APM OnepaTopa. [enictene «OT4eT MO YCTPOMCTBY» AOCTYNHO M3 KOHTEKCTHOTO



MEHIO TeKylWMx COObITU, a TaKKe W3 KOHTEKCTHOrO MEHK MUKTOrPaMM YCTPOMCTB Ha
rpaduyeckmx nnaHax. OTYET NO NEPCOHE MOXKHO NONYYNTb Yepe3 KOHTEKCTHOE MEeHH0 COBbITMA C
3TOM NepcoHoM, a Takke U3 Gopmbl «MOUCK NepcoHana».

B KOHTEKCTHOM MEHIO Cpasy e npeasaraerca BbIbpaTb Nnepmog BpeMeHu, 3a KoTopbli TpebyeTcs
chopmmpoBatb OTYET (MocneaHunii yac, nocneaHue 3 Yaca, CerogHa, BYepa, BYyepa u cerogHs, c
Hayasna Hedenu, C Hayana MmecAua). B dopme onepatMBHOro OTYETAa MOXKHO 3a4aTb
NPOU3BOJIbHbIN NEPMNOL BPEMEHM.

MoaTBepXKAeHMEe C KOMMEHTapPMEM

[ob6aBneHa BO3MOMHOCTb KaTEropuMpoBaHMA COOLITUI NpU NoATBep:KAeHUW. Tenepb npwu
NOATBEPXKAEHMM MOXKHO YKas3aTb MNPUUYMHY cobbiTua (BbIGOp M3 CnNpaBoOYHMKA), a TaKkKe
KOMMEHTapUit K cobbITUiO.

PeXXum noaTBEPKAEHMA C KOMMEHTapMEM BK/oYaeTcs / BbIK/AOYaeTca Ans Kaxaoro npoduna
onepatopa oTAenbHO. NpKu BKAKOYEHUM 3TOTO peknma onepaTop 0653aH BbIOBUPATb NPUUUHY
TPEBOYKHOrO COBLITUA NPU NOATBEPKAEHUM.

B cnpaBoYHMKe NPUUYMH COBBITMIA NO YMONYAHUIO ONpeaeneHbl cneayowme 3HaYeHus:

e [IpoHMKHOBeHMeE / cOBbITUE B 30HE KOHTPONS;

e JloXHasA TpeBora;

e VYyebHas TpeBoOra;

e HeuncnpaBHOCTb B 30HE KOHTPOAS;

e  ABapwus BHELIHEro 31eKTPOonUTaHus;

e CaboTtax;

e PernameHTHble paboTbl;

¢ PeMOHTHO-BOCCTaHOBUTE/IbHbIE PaboThbI;

e UcnbiTaHne obopynoBaHus;

e [lpupoaHble ABNAEHUA / }KNUBOTHbIE B 30HE KOHTPOASA;
e HenpegHamepeHHOe NoBpeXKAeHWe 060pyA0BaHMA.

CnpaBOYHMK pefaKTUpyeMblil U AOCTYMNEH Ha BKNagKe «KoHburypauua».
[MoACYET NepCcoHasa

PaHee noAcYéT nNpous3BOAMACA MO UYUCAY MPOrycKos. Tenepb CYUTAKOTCA MEePCOHbI. TaKum
obpasom, 6osee KOpPPeKTHO ob6bpabaTbiBaeTca CUTyaums, Koraa OAHOMY Ye/IOBEKY BblAaHO
HECKOJIbKO MPOMYCKOB.

JToKanbHble HaCTPOMKM

B meHio «KoHourypauma» nobaBunca nyHKT «JloKanbHble HacTPOMKU». 3aecb cobpaHbl Bce
HACTPOMKM, Kacatowmeca KOHKPETHO TeKyLwero paboyero mecra. 3T HaCTPOMKM He NPMBA3AHbI K
onepatopam 1 ux npopunam. Ctoaa BXogAT:

e ABTO3anyck;

e PacwupeHHan 6e30nacHoCTb;

e  CUCTeMHble HACTPOMKK rpaduKm;
e PacnonoxeHue ¢aitnos;

e CroporkeBoW Tanimep;

o doTomgeHTUOUKaLMA.



HacTpolika cugHapues

,D,O6aB}'IEHa BO3MOXHOCTb KOMMPOBaHNA MMeEIOLWNXCA CUEHAPUEB.

CKYQ

BO3MO¥HOCTb MPOrpammHOro NoATBEPKAEHUSA A0CTYNa

Ona CKYZ ELSYS pobaBneHa BO3MOXHOCTb MPOrPaMMHOro MOATBEpPXAeHMA AocTyna. ITa
BO3MOXHOCTb MOKET ObITb MCNO/Ib30BaHa B C/IEAYIOLLMNX CIyYanAX:

1. TpebyeTca noaTBEPKAATL AOCTYM, HAXKMMas KHOMKY B OKHe GOoTOMAeHTUPUKALMN.

2. TpebyeTtca nonyyaTb NOATBEPKAEHNE AOCTYNA U3 BHELWHWUX MPOrPaMMHbIX cMCTEM. TaKoM peskmum
MOXeT BbITb Peann3oBaH C MCMoAb3oBaHMEM moayna «bactmoH-OPC-cepsep». Mpu nonyyeHun
cobbiTna «Tpebyerca nNOATBEPNKAEHME [OCTYNa», BHELWHAA CUCTEMa MOMKET MPOU3BECTU
Tpebyemble NPOBEPKM U BblAaTb KOMaHAy «MoaTeepanTb gocTyn» uam «OTKasaTb B AOCTyMe.

3. KomaHgabl ynpasneHua «Moarsepauts goctyn» uam «OTKasaTb B JOCTyre» Takke MoryT 6biTb
MCMO/Ib30BaHbI B annapaTe peakLuuii Ha cobbITus.

[nsa TOro, 4tobbl NoNyYaTb CobbITUA «TpebyeTca NOATBEPXKAEHNE AOCTyna», caedyeT co3aatb
npodunb nepcoHana apansepa ELSYS, gns Kotoporo 6yayT yKasaHbl nosHomouua «[octyn c
noaTeepaeHMem». MNocne aToro cnegyer HazHaAYUTb 3TOT NPOPUAbL NPONYCKaM, ANA KOTOPbIX
[OIKHO TpeboBaTbCcA NOATBEPKAEHWE AOCTYNa.

Mpn nonyyeHun cobbiTma «TpebyeTca noATBepKAEeHME [OCTyna» W HaCTPOEHHOM
doTonaeHTUPUKaLLMM, CUCTEMA BbIBEAET OKHO POTONAEHTUPMKALMM C KHOMNKaMK «MoaTeepanTb
poctyn», «OTKasaTb B AOCTyne».

APM btopo nponycKkos

CpOKM AEMCTBUA BPEMEHHbIX NMPOMYCKOB

[obaBneHa HacTpolika «CpoK AencTBus BpeMeHHoro nponycka» (Biopo nponyckos — Obuwme
HacTpokn — CpoK paencteuA). HacTpolika BAMAET Ha CPOK  AeNCTBMS  NPOMYCKOB,
YyCTaHaB/IMBAEMbIM NO YMONYAHMUIO.

TakyKe HacTpavMBaeTCs M CPOK [AEWCTBMA MOCTOAHHbIX MPOMYCKOB, €CAN BK/KOYEH PEeXUM
orpaHMYeHMA NX CPOKa AencTBus. BoamoxkeH BbIboOp U3 CaeayioLmMX BapnUaHTOB:

e [lo KOHUa Heaenw;

e [lo KOHUa Mecauga;

e [lo KOHUa roaa;

e [lonHasa Hegens;

e [lo/HbIN MmecAau;

e [lonHbIV rog;

e [1poM3BO/IbHOE YNC/IO AHEN.

MonHomouna no paboTe C ypoBHAMM A0CTyNa

YnpoueHa cuctema pasrpaHuyeHus gocTyna npu pabote ¢ ypoBHAMM poctyna CKy/.
ObbeanHeHbl HAcTPoMKM «OnepaTtop MOMKET HasHayaTb npoctble YO» n «OnepaTop MOXKeT
Ha3HayaTb cocTaBHble Y[» B ogHy «OnepaTop MOeT Ha3HayaTb YPOBHM AOCTyna». YaaneHo
nosHomoumne «Co3gaHune cocTaBHbIX ypoBHeM AocTyna». OCTaBNeHO TONbKO obLiee NnosiHomoune
«PepaKkTnpoBaHune ypoBHel gocTynay.



APM [eHepaTOp OTYETOB

[ob6aBneHa BO3MOXHOCTb MPOCMOTPA COObLITUIA MO 3/1eMeHTaM, YAANEHHbIM U3 TeEKyLlen
KOHOUIypauumn cuctemol (Mpu BKAKOYEHHOW NoacucTeme «bacTUOH-2 — AyanuT»).

[obasneHa noaaepKka otobparkeHme faHHbIX B OTYETAX C Y4ETOM UCTOPUU UX U3MEHEHUI (NpK
BK/OYEeHHOM noacucteme «bacTnoH-2 — Ayant»). Hanpumep, ecam y cotpyaHuka c 01.08.2016
cMmeHunacb pamunma c MBaHoBow Ha lMNeTpoBy, To oT4éTax 3a nepuoa Ao 01.08.2016 oHa byaet
oTObparXKaTbcA Co cTapoin pamununels, B bonee cBeknUX OTYETax — C HOBOW.

N3meHeHa 1 caenaHa 6onee yaobHoMn normka popmmpoBaHnsa Kputepmes otbopa cobbiTuii ans
OTYéTOB:

o  Kputepmn «O6beKTbI» N «CobbITUA» 06bEeAMHEHBI B OAUH 06NN KpUTepui;

e YnpolleHa ycTaHoBKa GUAbTPOB MO TUNam cobbiTMit (CoBbITMA C KapTamu AOCTyna, LWTaTHble,
TPEBOXHblE, HEMCMPABHOCTH);

e [lobaBneHa BO3MOXKHOCTb Bblbopa cobObITUIA, NOATBEPKAEHHbLIX (MAM He NOATBEPKAEHHLIX)
KOHKPETHbIMM N0/Ib30BaTENAMU;

e [loABMNacb BO3MOMKHOCTb YCTaHOBKM UNLTPOB MO ApaliBepam, NogKAtoveHHbIM yepes MLUH-
cepsep.

® peanu3oBaHa BO3MOXKHOCTb COYeTaHWUA GUALTPOB MO NOAPA3AENEHUAM U MO KOHKPETHbIM
COTPYAHUKaM;

e PeannsoBaHa BO3MOXHOCTb Bblbopa cOBbITMI NO OTAENbHBIM NPOMNYCKaM ANA COTPYLHMKOB C
HECKOJIbKMMM NPONYCKaMu;

e BBeaeH AONOSHUTENbHBIN GUABLTP MO TUMY NPOMYCKa (BCe NPOoMnycKa, TO/IbKO NOCTOAHHbIE, TO/IbKO
BPEMEHHbIE, TOJIbKO Pa3oBble).

PacwmpeHbl BO3MOXHOCTU MOJIy4EHMA CTATUCTUYECKMX OTYETOB. Tenepb MOXKHO MOAYy4YUTb
MHGOPMALMIO O KONMYECTBE BO3HMKLUMX COObITUM B pasHbIX paspes3ax C NOMOLLbIO HOBOrO
wabnoHa «YHMBEpCaNbHbIA CTAaTUCTUYECKMI oOTdyeT». B 3Ttom wabnoHe ponyckaetcs
MCcnonb30BaHMe KputTepues oTHopa — NO KOHKPETHOM NEPCOHE, MO KOHKPETHOMY YCTPOMCTBY, NO
KOHKPETHOMY onepaTopy. 3HAYUTENIbHO YCKOPEHO GOPMUPOBAHNE CTAaTUCTUYECKUX OTYETOB 3a
cyeT OoNTMMMU3aL MU AITOPUTMOB.

CpnenaHo 6onee yaobHbiMm oTObparkeHMe OTY4ETOB. B oTYéTax Tenepb oTobparkaeTca NosHoe
HaMMeHOBaHWe NoApPasAeNeHU, C YY4ETOM BCEX POAUTENLCKUX Y310B. TaKKe, B OTYETAX Tenepb
MOKHO Pa3/INYnTb, OT KAKOFO MMEHHO 3K3eMNAApa ApaliBepa NPULLIO cobbiTUe, eCNU B CUCTEME
NPUCYTCTBYET HECKO/IbKO OA4HOTUMHbBIX APaBEPOB.

Ha naHenb «OcHOBHble onepauum» aobaBneHbl KHOMKM ANnA ObICTPOro Bbi30Ba (YHKLMUM
dopmmnpoBaHMs TabanLbl 1 NevyaTHon Gopmbl OTYETAa.

,El,o6aBneHa BO3MOXHOCTb rpynnoBoro yaaneHnAa no21b30BaTe/IbCKUX OTHETOB.

Peann3oBaHa BO3MOXKHOCTb MPOCMOTpPA Pe3y/1bTaToB BbIGOPKM B TabsimLe nam nevatHoln popme
6e3 NnpeaBapuUTENbHOIO COXPaHeHUs oTYeTa.

PaclwmpeHbl BO3MOMKHOCTU PaCCbIIKM OTYETOB MO pacnmMcaHuio. Tenepb ecTb BO3MOXKHOCTb
OTNpPaBNATb OTYETbI HE NO eAMHOMY aZpecy, a No MHAMBUAYANbHbIM ANA KaXKAOro OTYETa
CNMCKaM PacCbiKU.

YUYéT paboyero BpemeHu

[obaBneHa BO3MOMKHOCTb Y4MTbIBATb pabouyee Bpems NO COObITUAM, MepefaHHbIM Yepes
«bacTtnoH-2 — MUH».



Cp,enaH 6onee NOHATHbIM MEeXaHW3M 3aHeceHun MHTEPBAJZIbHbIX CXEM O1A HOYHbIX CMEH.

bactnoH-2 — Ayaut

[lo6aBneHa BO3MOKHOCTb MPOCMOTPA U3MEHEHMIA NO TPAHCNOPTHbLIM NPOMYCKaM.

Peann3oBaHO COXpaHEHME UCTOPUYHbIX AAHHbIX ANA Ha3BaHMW OpPraHU3aunit M 3K3emMnNApoB
ApanBepos.

[pansepsbl
Hpansep «bactnoH-2 — SNMP cepsep»

Apaneep «bactnoH-2 — SNMP cepsep» no3sonset nepegasatb cobbitna AMNK «bacTMoH-2» BO
BHellHWe cuctembl yepes mHTepdeinc SNMP. MNMogaepkueatotca Bepcun 1, 2 n 3 npoToKona
SNMP. Tak:Ke, yepes 3TOT ApaliBep BOSMOXKHO 1 ynpaBaeHune yctponcteamm AMNK «bacTMoH-2».

B uenom, pyHKUuMoHan apaneepa aHanornyeH «bactnmon-2 — OPC cepsep».

Hosoe npunoxeHune «MHbopmaLma o cucteme»

MpunoxeHune nepenucaHo Ha C#. ObnagaeT 6onblleit cTabUAbHOCTLIO U CKOPOCTbIO PaboTbl.

2.0.6.13645 —-07.02.2017

Ynpas/ieHne cxemMmamm

YnyyweHa noacuctema ypaneHus CTapbiX AaHHbiX M3 B[. [oBblleHa HafEKHOCTb M
CTabuNbHOCTb CUCTEMDBI.

[eHepaTop OT4ETOB [1pOo

B popmy oTuéToB A06aBNEH BbIBOA MMEHW 3K3EeMNAAPA ApanBepa.

[MoacncTtema rapaHTMPOBAHHOM AOCTAaBKU M3MEHEHN

McnpaBneHbl OWMOKM NpY onepaumsax rpynnoBoro npoAsieHma NnponycKos.
[NoceTnTenn Ha TeppuUTopPUN

McnpaBneHo oTobpaykeHne nona «Bpems oKOHYaHWUA AENCTBMA MPONYCKay.
bacTnoH-2 — IHTenneKkT

[o6aBneHa BO3MOXKHOCTb BbIGOpa NOTOKA A/1A 3aMMCU MO KaxK40M Kamepe OTAEeNbHO.
CnucrtemHble

CoBMEeCTUMOCTb € nporpammoit KoueepTtaumm b AMNK «bactnon» 1.7.

2.0.6.13615—-07.12.2016

[Mounck nepcoHana

e [lobaBneHa BO3MOMHOCTb cbpoca UWHOOPMALMM O MECTOMONOXKEHUN NIOAEN,
Haxo4ALLMXCA Ha TeppuTopun bonee 2-x CyTOK.



e [loacueT Ntoaeli Ha TEPPUTOPUN OCYLLECTBAETCA NO NEPCOHAM, @ HE MO NPOMYCKaM.
e B dopme «lMoceTutenn Ha TepputTopumn» Tenepb oTobparkaerca NpuriacusLLIee nLo.
paduKa

,El,o6aBneHa BO3MOXHOCTb BPEMEHHOIO OTKNIOYEHNA aBTOMATUYHECKOIo NnepekantuvYeHnAa naaHoB
no TpeBoram.

[eHepaTop oT4ETOB [1pOo

[JobaBneH BbiBOA B OTYETAX MOMHbIX Ha3BaHWM OpraHU3auMi WU nNoapasAeNneHUn C y4ETom
B/IOXKEHHOCTM.

BacTuMoH-2 — Peridect

ObHoBneHa Bepcusa apansepa a0 1.0.6.

B aTOM Bepcmm gobaBneHa BOSMOXKHOCTb HAacTPOMKM TaimayToB COM-nopTos.

bacTnoH-2 — IMyHKTKp-C

B ycTtaHoBLWMK aobaBneHa sepcua aparisepa 1.0.2.

2.0.6.13589-07.11.2016

CrcTtema NpPoOTOKOAMPOBaAHMSA CObbLITMIA

3HauMTeNIbHO YCKOPEeHa npoueaypa NoaTBEPKAEHMA COBbITUIA.

McnpaBneHa owmnbKa, M3-3a KOTOPOM YacTb COBbITUIA He oTobpaykanacb B OTYETAX.

2.0.6.13581—-22.09.2016

JlnueHsmnpoBaHme
YCKOpEeH NpoLecc Noay4YeHma 1 NPOBEPKM CMUCKA IULLEH3UA.
YnpasneHune cxemamum b/

YCKopeH MmexaHU3M OYUCTKM yCTapeBLLnX cobbITUN N3 NPOTOKOMa.

2.0.6.13577—-16.08.2016

YnpasneHune cxemamm b/l
e JlopaboTaH MexaHU3M OUYUCTKM YCTAPEBLUMX AaHHbIX B NPOTOKONE CObbITMIA;

e [lob6aBneHa BO3MOXKHOCTb OTOBpaxKeHuA pasmepa TabanUHbIX NpocTpaHCcTB B, a Takke
06beKToB cxembl B/l (Tabany, n UHAEKCOB).

JlnueHsnpoBaHue

JobaBneHa nogaep:xKa nnueH3nmn bactnon-2—Benkam.



APM OnepaTopa

[opaboTaH mexaHU3m BO3BpaATa NPONYCcKoB ¢ ¢opmbl GOTOMAEHTUOMKALUM N MO CUEHAPUIO:
ucnpasneHa ownbka, Npu KOTopor MHOpMaLMA O BO3BpaATe MPOMycKa MOraa He Nonactb B
KOHTpOANEepbI.

APM «Bbtopo nponyckos»

e [lopaboTaH MMNOPTa AaHHbIX O MePCOHane HanpAMYyto B TabaunLbl;

e WcnpaBneHa ownbKa, B peaknx caydanax NpuBoAALLan K TOMY, YTO NpPU CMeEHe ypOBHA
A0CTyna Ana Nponycka, M3aMeHeHUsA He NoNaaanan B KOHTpoAnep.

LokymeHTaumA
BHeceHbl U3MeHeHNA B PYKOBOACTBA:
e bactnoH-2 — APM Bbropo nponyckoB. PykoBoacTBO onepartopa
e bactnoH-2. PykoBoacTBO agMUHUCTpaTOpa
e bacTMoH-2. PykoBOoACTBO onepaTopa
e bactnoH-2 — Ayaut. PykoBoAacCTBO onepaTtopa

e bactnoH-2 — APM Otyer lNpo. PykoBoAacCTBO onepaTtopa

Npansep bactnoH-2—Elsys
e McnpasneHa owmnbKa HACTPOIKKM ycuneHHoro Antipassback

e ONTMMM3MPOBAHO BPeMms 3anycka KoHdurypaTopa

Hpamnsep bactrnoH-2—C2000
e BsepgeHa noaaepxKa nynbtos C2000 Bepcuii 3.xx;
e B cocrtaB apaliBepa BKAOYEeHa HoBas BepcuA PProg;
e PaclmpeH cnMcok ckopocTeli obmeHa ¢ obopyaoBaHnem BnaoTb go 115200 6uT/c;

e OO6HOBNEHA AOKYMEHTAUMA, UCNPABAEHbI Me/IKMEe OLWMOKM.

NHcTannatop
e APM YPB-lMpo O6HoBNEH A0 Bepcun 1.6.9
e Jlo6aBneH MHcTannatTop Aparisepa bactmoH-2—TyHKkTmp-C
e (Q6HOBNEH yCcTaHOBLWMK ApaliBepa bactnoH-2—C2000

e (Q6HOBNEH yCTaHOBLWMK ApaliBepa bacTnoH-2—Elsys



2.0.6.13548 — 27.05.2016

CuctemHble MameHeHus

OnTnmusmMpoBaHa cuctema gedparmeHTaumm NnamaTi Npm pabote ¢ 60/1bLWMM NOTOKOM CETEBbIX
COObITUI, YTO B PEAKUX CNYYaAAX MOTN0 NPUBOAMUTL K IOXKHbBIM COODOLLEHUAM O HEXBATKE MaMATH.

O6HoBNEeHMe ycTaHaBAMBaeTCa NnaTyem BastionPatch2.msp.

2.0.6.13546 — 25.05.2016

APM «bropo nponyckos»
PacwmpeH GyHKLMOHAN NO 3aMeHe YCeYEeHHOro Koda KapTbl (3-x 6alATOBOro) Ha NO/HbIN.
PacwupeH ¢yHKLMOHAN BbiIbopa popmaTa oTobparkeHMA HOMepa KapTbl A4OCTyna.

PacwmpeHbl GYyHKLMN NOMCKA NO NOIHOMY M yCeYEHHOMY KOy KapTbl BO Bcex popmax, rae Takom
NMOWUCK eCTb.

O6HoBNEeHMe yCcTaHaBMBaeTCcA ABYMA natyamm BPersPatch.msp mn BStaffPatch.msp.

2.0.6.13540 - 11.03.2016

CuctemHble MameHeHus

B ¢yHKUMIO 3anycKa MCNoNHAeMbiX ¢aiiioB No cobbiTUIO A0HaBeHa BO3MOXHOCTb Nepenayn
3HaYeHU NapaMeTpPoOB UCXOAHOTO cobbiTuA (Hanpumep, PO nepcoHbl, HOMEpP KapTbl, HOMepP
TPaHCNOPTHOrO CPeACTBa).

Pa3pellueH BBOA, CMMBONA «_» B Ha3BaHMM paboyein CTaHLUN.

O6HoBNEeHMe ycTaHaBMBaeTcA naTtyem BastionPatch.msp.

2.0.6.13534 - 20.01.2016

CucrtemHsble

PacwmnpeH MexaHW3m NPOTOKOAMPOBAHUA AEWCTBMIA OMNepaTopoB. Tenepb YHMBEPCA/bHbLIM
06pa3om NPOTOKONMPYIOTCA BCE AENCTBUSA, BbIMNONHAEMble C rpaduyecknx naaHoB O6BbEKTa.
[ob6aBneHne HOBbIXx QApaliBepoB He byaeTr 6onee TpeboBaTb WM3MEHEHUIA B cCUCTEME
NPOTOKONUPOBAHMUS.



bacTnoH-2 — IHTennekT

Mpw ycTaHOBKe ApariBepa Tenepb aBTOMaTUYECKM pernctpmupyetca bubamnoteka DrvitvWrp.dll.

2.0.5-19.11.2015

ApXnTeKTypa

HoBaAa cxema ceTeBoro obmeHa

B npeabiaywmx Bepcmsax AMNK «bacTMoOH-2» UCNONb30Bafacb CXema COeAMHEHWUIN «Kaxapli ¢
Kaxabim». To ecTb, Kaxpaaa paboyaa craHumaA, rae BbinoaHanca AMNK «bactuoH-2»,
nogAep’kmeana MNOCTOAHHOE COeAMHEeHMEe CO BCEMM OCTa/libHbIMW cepBepamu U paboymmu
CTAaHUMAMM CUCTEMBbI.

B HoBoOW Bepcun Bce paboune CTaHUMKU NOAAEPKMBAIOT TONbKO 1 NOCTOSHHOE coeauHeHue — C
CEPBEPOM CUCTEMbI. ITO MNO3BOASAET 3HAUYMTENbHO CHU3UTb HarpysKy Ha CeTb, YNpOCTUTb
HaACTPOWKY CeTU (Ha KNMEHTCKUX mecTax He 6osbwe TpebyeTca aepykaTb OTKPbITbIA MOPT ANs
BXOAALWMX coeanHeHmnin AMNK «BbacTMOH-2»), CHU3UTb TpeboBaHUA K NPOMYCKHOM CNOCOBHOCTH
CETW, a TaKXKe CYLLECTBEHHO MOBbLICUTb MaCLITabMpPyeMoCTb U HaAEeKHOCTb CUCTEMBbI.

BblaeneHHbI cepBep CUCTEMbI

B Bepcum 2.0.5 6a3oBble cepBepHble GYHKLUMW BblHECEHbI B OTAE/IbHbIN  MPOLECC,
BbINONHAOWMICA 6€3 N0Nb30BaTENbCKOro MHTEpdeENca.

Cucrema NUEH3NPOBaHWA

YnpouieHa cxema paboTbl CUCTEMbI IMLLEH3MPOBAHUA. BMeCTo ABYX CEPBUCOB NNLEH3NPOBAHUA
(KNMEHTCKMIA 1 cepBepHbIii), Tenepb UCNONb3yeTcA OAMH - CEPBEPHbIN. Ha KnneHTax Tenepb He
TpebyeTca 3anyck cepBUCOB ANLEH3UpoBaHMA. CeTeBoi 0OMEH C CEPBEPOM NNLEH3UPOBaHUA
BbINOJIHAETCA NO OTAEeNbHOMY NnogkatodeHuto (nopTt 1124 no ymonyaHuio). B uenom, cucrema
NIMLLEH3UPOBaHUA cTana bonee yCcToMUYNBOM.

M3meHEHO pacnonoXKeHue cepBuCa AULEH3MPOBAHUA. PaHblue OH yCTaHaBAMBANACA B Mamnky
<ProgramfFiles>\ES-Prom\Bastion2, a Tenepb - B oTAenbHyl nanky <ProgramFiles>\ES-
Prom\Tools\License. CooTBeTcTBEHHO, palin c AeMo-NULEH3Ne Hago KONMpoBaTb N0 HOBOMY
nyTu.

PacluMpeHns cucTembl pasrpaHnyeHmna 4oCcTyna onepaTopos

[obasneH BCTPOEHHbIM  Npodunb  onepatopa  «AAMWUHUCTPaTOp»,  obnagatowmi
MaKCMManbHbIMM NpaBamn B cucteme. M3ameHUTb Man yganntb 3ToT Npodunb Henb3A. Takxke,
No/Ib30BaTe b MO YMOMYAHMIO «Q» CAENAH HE YAANAEMbIM — €10 MOXHO TO/IbKO NEPEUMEHOBATD
N NOMEHATb emy Naponb. Henb3a yganutb MAM NMOMEHATb 3TOMY NO/b30BATENO NPOdUNb C
«ALMUHUCTPATOP» Ha Nt0BOW APYron UAN KaK-1MbBo M3MEHUTb ero NPaBa Ha AOCTYN K CUCTEME.
370 no3sonAeT n3beraTb CUTYaLMM NOTEPU KOHTPONA HaZ, CUCTEMOM, €C/IN Y BCEX NOJIb30BaTENEN
HeAO0CTAaTOYHO NPaB AA BbINOJHEHUA KaKMx-1Mbo onepauuii.

BBeneHbl HOBble NOAHOMOYMA AnA onepatopos — «l1paso 3anycka AlNM «bropo nponyckos» un
«[paBo ncnonbzoBaHua moayna «bactmoH-2 — UKC».

PaCLLIl/IpeHIAe MeXaHM3Ma I'apaHTMpOBaHHOM AOCTaBKU N3MEHEHUN B KOHTPO/1/1Eepbl

B mMexaHM3M rapaHTMpPOBaHHON A0CTaBKM Ao06aBneHa BO3MOMKHOCTb AO0CTAaBKM M3MEHEHWI
YPOBHEM A0CTyNna Mo pacnucaHuio, a TakKe A0CTaBKa BMOMETPUYECKUX AaHHbIX.



MNoanep»kka paboTbl C aBTOTPAHCMOPTOM

Ana peanusaumm BO3MOMKHOCTEW pPaboOTbl C TPAHCMOPTHBIMM MPOMYCKAMW U CUCTEMAMM
pacno3HaBaHUA PErmcTPaLMoOHHbIX HOMEPOB TPAHCMOPTHbLIX CPEACTB, B CUCTEME peanM30BaHa
noaaep»Kka paboTbl C TPAHCMOPTHLIMM CPEeACTBAMM.

B 6a3e paHHbIXx pobasneHa Tabanua AnA XpaHEHMA CNUCKA TPAHCMOPTHbIX CPeacTB U
npeactasneHue (VIEW) c Homepamu TPaHCNOPTHbIX CPEACTB, AN KOTOPbIX BbINUCaHbl aKTUBHbIE
TPaHCNOPTHble Nponycka. 3Ta Tabanua MAM NpeacTaBAeHMe MOXKET UCMOb30BaTbCA MOAY/EM
«VideoNova-Homep» Kak TabauLa «CBOMX» HOMEPOB.

B APM OnepaTtopa u B APM Blopo nponyckoB AocCcTynHa ¢opma AnA BHECEHMA AaHHbIX O
TPaHCNOPTHbLIX CPEeACTBAX.

MNoanepkka cuctembl 610KMPOBOK

Ha ypoBHe cepBepa CUCTeMbl peann3oBaHa NoAaepKka mexaHu3ma 610KkMpoBoK. MexaHusm, B
YaCTHOCTW, UCNONb3YeTCsa ANA 3anpeTa OAHOBPEMEHHOTO 3anycKka KOHPUrypaTopoB ApaiiBepoB
Ha HECKO/IbKMX paboumx mecTax.

APM «Bbtopo nponyckos» 1 noacuctema CRY/],

MNoanep»kka bromeTpum

Ha cuctemMHOM ypoBHe peannsoBaHa noagepskka bromeTpum ntobbix TMNOB.

B APM «bBlopo nponyckoB» peann3oBaHa NoagepKa BHECEHMA BUOMETPUYECKUX OAHHbIX C
NCNoNb30BaHMEM HACTONbHbIX cunTbiBaTenei JIKA CO-04 00 (ZK7500, otneyaTok nanbua) u JIKA
KN-60 00 (ZKT FAC700, reomeTpua nnua).

[MoaaepKKa TPAHCMOPTHbLIX MPOMYCKOB

OcCHOBHble BO3MOKHOCTW BK/IHOYAIOT:

e OdopmneHMe TPaHCMOPTHbLIX MPOMNYCKOB K CyLLECTBYOWEMY MNPOMYCKYy Ha MepcoHy, C
NPUCBOEHMEM YHWMKa/ZIbHOrO HOMEPA M C yKasaHMeM A0 3-X TPAHCMOPTHbIX CPeacTB (TArau,
nonynpuuen, npuuen).

e BO3MOXKHOCTb YKa3aHWA PerncTpaLMoHHOrO Homepa, MOAeNM, LBeTa, TMNa, Beca, Ky30Ba, roga
BbINyCKa, BAagenbla, dotorpadnmnm 1 KOMMEHTapPUA ANA KaxKA0ro TPaHCNOPTHOro CpeacTBa.

e BO3MOXHOCTb YKa3aHWA nepuoga AeNCTBMA TPAHCMOPTHOrO MPonycka OTAeNbHO OT nepuoda
AeNCTBMA NPONYCKa Ha NEePCOHY.

e [1poCcMOTpP, MOMCK TPAHCMNOPTHbIX NPOMYCKOB.

e [leyaTb TPAHCMOPTHbIX NPOMYCKOB.

e ®dopmMpoBaHME OTYETOB MO TPAHCMNOPTHLIM NPONYCKaM.

e XpaHeHue B Hase AaHHbIX apXMBa TPAHCMOPTHBIX NMPOMNYCKOB.

e [IpOTOKO/IMPOBAHME ONepaL it C TPAHCMOPTHLIMKU NPOMYCKaMM.

e [lpu coBmecTHOM paboTte ¢ moaynamm «bactmoH-2 — MapwpyTt», «bacTnon-2 — VideoNova» u
«VideoNova-Homep» BO3MO)KHA aBTOMaTM3aLMA KOHTPONSA ABUMMKEHMA TpaHcnopTa no
TEPPUTOPUN NPeanpUaTUA.

e lcnonb3oBaHMeE PErMCTPALMOHHOIO HoMepa TPAHCNOPTHOrO CPeACTBa KaK KapTbl 4OCTyna.

Moaaepskka maTepuanibHbIX NPOMYyCKOB

OcCHOBHble BO3MOKHOCTW BK/IHOYAIOT:



e OdopmneHne maTepuanbHbiX MNPOMNYCKOB K CYLLECTBYHOLLEMY MPOMNYCKY Ha MNepcoHy, C
NPUCBOEHMEM YHUKANIbHOrO HOMEpPA U C YKa3aHMeM NepeyHsa maTepuasbHbIX LEeHHOCTEMN.

e [logaeprkka NPONycKOB Ha BHOC M BbIHOC MaTepUasbHbIX LeHHOCTEMN.

e B03MOXKHOCTb MCNONBb30BaHMA A0 20 AONOJNHUTENbHbIX NOMEN HAaCTPaUBAEMOTO Ha3HAYEHUs aNs
MaTepuanbHbIX LLEHHOCTEN (M0 YMOI4aHMIO UCNONBL3YIOTCS NOASA KOUYecmaeo, eec, 06vem, Homep
dosepeHHOCMU, KeM 8bl0aHa 008epeHHOCMb, HOMepP HAKAAOHOU, Kem 8bl0aHA HAK/AAOHAS,
Homep pa3HapAaOoKu, Homep sem. caudemenbcmead, Kyoa npedHa3Hauyaemcs).

e BO3MOXKHOCTb YKa3zaHua nepuoaa AelCTBUS maTepuanbHOro Nponycka oTAaeslbHO OT nepuoaa
OEeNCTBUA NPOMNYCKa Ha NEPCOHY.

e OdopmneHune 3aABOK Ha MaTepKnasibHble NPONyCcKa C UCNONb30BaHMEM MoayNA «bacTMoH-2 —Beb-
3anBKa». [pM 3TOM BO3MOKHO UCMNO/Ib30BaHME BCTPOEHHOIO MEXaHM3Ma YTBEPXKAEHMA 3asBOK
Ha nponyckKa.

e [lpocMoTp, NOUCK MaTepuanbHbIX MPOMYCKOB.

e [leyaTb MaTepuanbHbIX NPOMYCKOB.

e ®dopmMmunpoBaHME OTYETOB MO MaTEPUAsIbHbIM NPOMYCKaM.

e XpaHeHue B 6a3e JaHHbIX apXMBa MaTepManbHbIX NMPOMYCKOB.

e [lpoTOKONMpPOBaHME oMNepaLumii C MaTepuasbHbIMK MPOMYCKamu.

PacwunpeHne noaaepku kapT Mifare

PeanusoBaHa bonee 6e3onacHaa M yaobHas pabota c kaptamu Mifare, obecnevymBatoulas
XpaHeHMe TuMa NPOMYyCKa, CCbIIKM Ha aKTUBHYIO MacTep KapTy BO BPEMS 3MUCCUKN, 3aMEHY
KAtouyei 6e30nacHOCTM KapT M BOCCTAaHOB/IEHME KapT C YCTapeBLUMMU KAto4amm 6e30nacHoCTy.

Pa3paboTaHbl OONONHUTENbHbIE MEXaHM3Mbl 3aMeHbl HEWUCMPABHbIX, YTEPAHHbIX WK
MCMOPYEHHbIX MPOMNYCKOB OAHON KOMaHAOM.

,El,o6aBneHa BO3MOXHOCTb COCTaB/sieHNUA CNUCKOB WAM BblaeneHnAa LUBeTomM nponycKos,
HECOOTBETCTBYHOWUNX TEKYLLLUM HaCTDOHKaM CUCTEMbI B YaCTU KAtovel 6e3onacHoCTM.

PaCLUl/IpeHI/Ie BO3MOHOCTEN HaCTpOlzl-(l/l BPEMEHHDbIX 30H U 6n0KoB

MosBMNacb BO3MOXKHOCTb CO34aBaTb COCTAaBHble BpeMeHHble 6/10KM, B COCTaB KOTOPbLIX MOTYT
BXOAMTb ApYyrne BpeMeHHble 6/10KM C OrpaHMYEHHbIM NepuoaoM AencTBMA (3aatoTcA AaTbl
Hayana M OKOHYAHUA AEeNCTBMA BPEMEHHbIX 6/10KOB). ITO MO3BO/AET CTPOUTb BPEMEHHbIEe
pacnucaHuA Ha ntobble MHTepBabl 4aT B TEYEHME rO4a U AaXKe HECKOIbKUX NIeT, U TPYNNMpoBaThb
mx B8 6710KkM. B LenOM, 3TO 3HAYUTENIbHO MOBbLIWAET TMOKOCTL GOPMUPOBAHUA BPEMEHHDIX
pacnucaHum.

[ns BpeMeHHbIX MHTepPBa/IoB NosBUAAChk onuua «He aHanNM3MpoBaTb NPasAHUYHbIE AHUY», YTO
No3BO/IAET CO3[aBaTb BPEMEHHbIE pacnucaHuaA (ckonb3sawme rpadukun, Hanpumep) 6es yyéTta
NpasaHUYHbIX AHEN.

APM OnepaTtopa

bonee ynobHaa HacTponKa NpaB AOCTyNa K yCTPOMCTBAM

Mpwn HacTpoMKe NpaB AOCTYyNa K YCTPOMCTBAM M MapLlpyTU3aLMM COOBLLEHNI Tenepb MOXHO
NOKa3blBaTb AEPEBO YCTPOMCTB C rPYNMMPOBKON HE TONbKO MO MOAKAOHYEHMIO», HO U «NO TUMNY
YCTPOMNCTBY.

Mpu [ob6aBfeHMM HOBbIX YCTPOWCTB MOJIHbIE MPaBa Ha HUX AAKOTCA TO/NbKO onepaTtopam C
TeKkywmMm npoduiem, a TakKe onepatopam c npodpunem «AgMMHUCTPATOP». B npeablayLimnx



BepcuaAx Npu Ao6aBNeHUN HOBbIX YCTPOWUCTB BCE OnepaTopbl Cpasy Noay4Yanu NosiHbIM A0CTyN K
HUM.

®PyHKUMA MapwpyTnsaumm coobueHnin Tenepb peannsoBaHa Yepes AOCTYN K ycTpoucTBam. Y
BCEX YCTPOMCTB Tenepb ecTb OTAe/IbHOe paspelweHne Ha «OTobparkeHne cobbiTnin». HactpouTb
MapLpyTnsaumio coobleHnn Tenepb MOXHO Kak B dopme CTaporo Buaa, Tak U B dopme
HACTPOMKM AOCTYNa K YCTPOMUCTBAM.

YNpoluleHmne HaCTPOMKN CLLeHapmeB

B dopme HaCTpPOIiKM cueHapueB Tenepb U AeNCTBUA, U COBbLITUA-TPUITEPLI 3a4at0TCA Ha OAHON
CTpaHuue. ITo NO3BONAET CPa3y BUAETb M KOHTPONMPOBATb BCE NapamMeTpPbl CLEHaPUS.

Hosaa dopma HaCTPOMKK CTPYKTYPbI CETU 1 ApaliBEPOB

MoNHOCTbIO M3MeHEHbl GOPMbl HAaCTPOMKM ceTu W apaiBepoB. Tenepb W TOo, U Apyroe
HacTpamBaeTca B ogHoM obuweit popme. Popma paboTaeT c cepBepoM CUCTEMbI, @ HE HaNPAMYH
c 6330 gaHHbIX.

Tenepb HET HEOBXOAMMOCTM BHOCUTL B 6a3y AaHHbIX Bce paboume cTaHUumM. [locTaTo4yHO BHECTU
TOJIbKO CEPBEPbLI CUCTEMbI M 060PYAOBAHMA.

TakKe, Tenepb HET HeOb6XxoAMMOCTM BBOAUTb U IP-aapec, N MmA Kaxaon paboyen cTaHUUMU.
[0CTaToOYHO BBECTU TOJIbKO YTO-TO OAHO.

KocmeTnyeckme yayydeHns

[o6aBneHa BO3MOXKHOCTb OTOBParKeHUsA OKOH COOBLEHNI cneBa UK cnpaBa OT rpaduUyecKkoro
nnaHa. 3To NO3BOAUT B page cnydyaeB 6onee pauMoHaNbHO WCMNONb30BaTb NAOWAAb
COBPEMEHHbIX LIMPOKOPOPMATHLIX MOHUTOPOB.

YBenmMyeHa MaKCcMManbHasa AnvHa coobuweHuit cuctembl ¢ 50 ao 140 cumBonos (6e3 yueta
NoJiCTaHOBOK).

bacTnoH-2 — BebH-3aAaBKa

Tekywan sepcma moaynsa 3.1.

[ob6aBneHa nogaepKa opopmieHUs 3a8BOK Ha TPAHCNOPTHbIE NPOMYCKa, a TaK¥Ke NPomnycKa Ha
TOBapHO-MaTepuanbHble LEHHOCTU. [lpM 3TOM BO3MOXHO MCNO/Nb30BaHWE BCTPOEHHOTO
MexXaHW3Ma YTBEpPKAEHMNA 3asABOK Ha NPOnycKa.

[ob6aBneHa BO3MOMKHOCTb HACTPOMKM TalMayTOB NONb30BaTENbCKMX ceccui  (yepes
KOHOUTYypaunoHHbIN $ainn). ANUTeNbHOCTb CECCUM MO YMONYAHUIO YBeNMYeHa 40 10 MUHYT.

,El,o6aBneHa BO3MOXHOCTb CO34aHNA AEMO-TULLEH3NN, orpaqueHHon no BPEMEHM.

BHeceHbl yny4leHma no ya06cTBy MCNONb30BaHUSA.

bactnoH-2 — lNacnopt

Tekywan sepcma moaynsa 2.6.
O6HoBneHo Scanify APl no nocheagHei goctynHom Bepcum 3.4,
Bepcua moayns "BactmoH-2 — NacnopTt" 2.6 coBmecTuma Takxe c AMK "bactnon" 1.7.

McnpaBneH pag KOCMETUYECKMX OLLMBOK.



bacTnoH-2 — leHepaTop otyeToB [1po

[NobasneHa kKHomnka "CdopmupoBaTb oT4eT", KOTOPON MHOTMM HE XBaTaslo.

BHeceH pAg, ynyylweHunii no yaobcTBy UCNO/Ib30BaHMUA.

bacTnoH-2 — Pennunkauma

Tekywas sBepcua moayna 1.1.0.
BHeceHbl gopaboTku ana paboTbl ¢ Kaptamu Mifare.

B moayne moHuTOpuHra gobasneHbl GYHKUMN PYYHOW OUYUCTKM XKYpHana, py4yHOM NOBTOPHOWM
OTNPaBKM U NOJIYYEHUA BCEX 3aNUCEN, PENTULUPOBAHHbBIX C OLWMBKaMu.

McnpaBneHa ownbKa, Koraa nameHeHus MepcoHbl He PennunMpPoBanmcb, ecan bbina U3MeHeHa
ToNbKo ¢poTorpadus.

BHeceHbl KOCMeTnYecKune yaydleHua.

HoBble moayu

Moaynb nNoaaepXKkm bUomeTpuyecknx cumtbiBaTenen "bactmoH-2 - Elsys Biometric" B
cocTase apansepa "bacTnoH-2 - Elsys"

B coctaBe apanBepa "bacTnoH-2 - Elsys" peannsoBaHa nogaeprkka paboTbl c BoMmeTpuyecknmu
cuntbiBatenamu JIK4 KJ1-60 00, JIKA KO-15 00, JIKA KO-75 00, JIK4, KO-60 00 npou3soacTBa
KomnaHuu "Nlymnc+".

Moaaep:kKka BKAOYAET B cebs cneayowme GpyHKLUN:

e Bblbop TMNa cunTbIBaTENSA, MOAKAOYEHHOTO K KOHTPONEPY.

e Bbibop mogenv 6MOMETPUYECKOrO CUNTLIBATENA U3 COCTaBa NOAAEPKMBAEMOro 060pyA0BaHUA.

e Bbibop nopaepxmBaemoro obopynoBaHMem cnocoba naeHTMGUKaummn, Hanpmmep, buomeTpuma
(1:N), BromeTpus [+] kKapTa (1:1).

e Bsog IP agpeca cuntbiBaTena.

e [eHepaumio 1 BBOA Naposa AOCTyNa K CYUTbIBATENIO.

¢  /HWumManmsaLma napameTpoB BUOMETPUUECKMX YCTPOMCTB.

e  KOHTPO/Ib COCTOSHMA YCTPOMCTBA - Ha/IMUME CBA3U, OLUIMOKU MHULMANU3ALMUMN.

¢  VHuumanmsauma 6asbl AaHHbIX NO/Ab30BaTenen BUOMETPUYECKMUX CUMTbIBATENIEM Ha OCHOBAHWUK
YPOBHel A0CTyna, HazHa4YeHHbIX B "Blopo nponyckos".

Moaynb nopaep)Kku buomeTpuyeckux ycTponcTs paboTaeT TONbKO B COCTaBe ApaliBepa
"BacTnoHn-2 - Elsys".

Ona aktmBaumm pabotbl moayna Tpebyetca npuobpeteHMe AONONAHUTENbHbLIX NLEH3UN
"BacTnoHn-2 - Elsys Biometric" no konnyectsy nogkntovaembix GUOMETPUYECKUX CUUTbIBATENEN
(He cBA3aHa ¢ KOIMYECTBOM KOHTPOA/IEPOB AocTyna cepum Elsys).

bactnoH-2 — APM bropo nponyckos ¢ MTI1

Moaynb obecneynmBaeT BO3MOXHOCTb pPaboTbl C MaTepuasnbHbIMU U  TPAHCNOPTHbLIMM
nponyckamu (MTIM) B nnTepdelice APM Bropo nponyckos. JINLeH3ns Ha 3TOT MoAy/lb MO3BOAAET
3anyctutb «APM bBiopo nponyckoB» M paboTaTb € MaTepuanbHbIMU M TPAHCMOPTHbIMM
nponyckamu, 6e3 orpaHnYeHma nx Yncna.



bacTnoH-2 — MapupyT

Opaveep «bacTMoH-2 — MapwpyT» npegHasHayeH A[AA aBTOMATU3aUMKM  OTC/EXKMBAHUA
OBVXKEHWA BNagenbLeB NPOMNyCcKOB MO 3adaHHbIM  Mapwpytam. [pansep obecneumsaer
BO3MOXHOCTb KOHTPOASA 33 ABUXKEHMEM 0ObEKTOB MO OXPaHAEMOM TEPPUTOPUN.

Apanisep moKeT bblTb NCNONb30BaH:

® [ OPraHM3aunn pexnma «obxoa», Koraa OXpaHHUK AOMKEH NMPONTM MO MapLUPYTy C
3aZlaHHbIMM NapamMeTpamu;

® N5 KOHTPO/A 33 ABUKEHMEM aBTOTPAHCNOPTA NO TEPPUTOPUM NPEANPUATHUA.

KpaTKkoe onucaHne BO3MOKHOCTEMN

Apaniesep obecneunsaer:

e [lonHyto nogaepKKy ntoboro obopynosaHus, nHTerpmposaHHoro B AMK «bacTMoH-2» u
06n1a4atoLLero BO3SMOXKHOCTbIO reHepaLmm cobbiTni;

e CospaHue mapuwpyTtoB AsuKkeHuA (Ao 200) ¢ BO3MOMKHOCTbIO COPTUPOBKM U YCTAHOBKM
aKTUBHOCTU JOYEPHUX KOHTPO/IbHbIX TOYEK, A TaK¥Ke YCTaHOBKU A/IMTENbHOCTU NPOX0Aa
B MUHYTaXx;

e [1nA Kaxgoro MaplupyTa CO34aHMe KOHTPO/bHbIX TodeK (4o 100 Ha mapuwpyT) C
BO3MOKHOCTbI YCTaHOBKMN A/IUTENbHOCTU MPOX0Aa KOHTPOIbHOM TOYKU U AJINTENBHOCTH
ABUXKEHUA 40 cieAytowein KOHTPOIbHOM TOYKK;

e [1nA KaxAoM KOHTPONbHOM TOYKM YKa3aHWEe CMMCKa COObITUIM NPOXoAa OT KOHKPETHbIX
YCTPOWCTB, @ TaKXKe CNMUCKA COObITUIN HapyLWeHWA NPOX0Aa;

e AHanuM3 nocnefoBaTeslbHOCTU MNpoxoga U GopmupoBaHMe COOLITUA O ABUMKEHUM MO
MapLpyTam C BO3MOKHOCTbIO GOPMMPOBAHUA OTHETOB B «reHepaTope OTYETOBY;

e Bwusyanusaumio MHPOPMALMM O ABMNKEHMM MO MApPLWpPyTaM C BbIBOAOM [AaHHbIX O
NPONYCKe M aBTOTPAHCMNOPTHOM CpeacTBe, MHPOPMALUM O COCTOAHMM MaPLUPYTOB U
KOHTPO/IbHbIX TOYEK, @ TaK¥Ke CMMCKAX BO3SHUKLINX HAPYLWEHUI NPU NPOXOAE;

e BO3MOHOCTb OCYLLECTBUTb COPOC KOHTPOJIbHOW TOYKMN B NePBOHAYabHOE COCTOSHUE U
3anpOoOCUTb NPUHYAUTENbHbIN NPOX0A, KaK KOHTPOIbHOW TOUYKM, TaK U MapLLPYTa B LLE/IOM.

bactmnoH-2 — baokxoct AC3I

Moaynb «Bactuon-2 — Baokxoct AC3IM» obecneymBaetr nHPopmaumoHHoe B3ammogelictene AMNK
«BbacTMOH-2» N aBTOMATM3MPOBAHHOM CUCTEeMbl NO paboTte ¢ nponyckamu «bnokxocT-AC3MM».
«BbactnoH-2 — bnokxoct AC3M» npegHa3HaYeH A58 aBTOMATUYECKOTO KOHPUTYpUpoBaHUA CKY/]
Ha ocHoBaHUK odopmasembix B «baokxocT-AC3[» nponycKos.

@PyYHKUMOHA/IbHble BO3MOXHOCTU «bacTMOH-2 — baokxocT AC3MM»

e [lepegaya gaHHbIX 0 TOYKax gocTtyna (npoxoaa) CKY/A us AMNK «BbacTnoH-2» B «bnokxoct AC3M»;


http://trevog.net/catalog/info/elsys/
http://trevog.net/catalog/info/elsys/

ABTOMaTM4ecKkass KoHdurypauua kapTtbl goctyna B CKYA Elsys (3anuce uHpopmauumn o
nocetutene B 6a3y gaHHbix AMNK «bacTMoOH-2», Ha3HaueHWe NPOMycKa C YPOBHEM (pexMmom)
[0CTyna B COOTBETCTBMM C MOJIyYeHHbIMM B 3anpoce TpeboBaHWAMM NO TOYKAM U BPEMEHMU
A[0CTyna Ana nocetutens);

ABTOMaTH4YeCKas BpemMeHHas 6/10kupoBKa 1 pasbsnokuposka nponyckos B CKY], Elsys no 3anpocy
oT «bnokxoct AC3M».

BactnoH-2 — NKC

Moayss «bacTMoH-2 - UKC» (MHmezpayus Kadpoebix Cucmem) npegHasHayeH — ans
opraHusauum nidopmaumnoHHoro B3ammoaenctana AMK «bactnoH-2» ¢ cuctemamu ynpassieHua
npeanpuatmem (ERP) B yactu obmeHa paHHbimm CKY[ (nepcoHan, nponycka, npoxoapl).
«bactnoH-2 — UKC» npepoctaBnaetr Beb-CEPBUC AN MHTErpPauUMM U He COAEPMKUT TrOTOBbIX
KOHOUrypaumii Ana Kaknx-nMbo BHELHUX CUCTEM.

Mopaynb «bactnoH-2 — MUKC» no3BonAeT MHTerpnpoBaThb:

Kapaposblie cuctembl (HRMS);
ABTOMaTM3MpPOBaHHbIE CUCTEMbI 3aKa3a nponyckos (AC3M);

Byxrantepckue cuctemol.

Moaynb pellaeT cneayolme 3aga4n:

Mepepaya B AMNK «bacTMOH-2» 33aABOK Ha MPOMNYCKa W3 BHEWHEN CUCTEMbBI C
BO3MOXHOCTbIO YKa3aHuA npas goctyna ana CKY/ n Homepa KapTbl 40CTYNa;

AKTuBauma nponyckos B CKY/ 13 BHellHel cuctemol;

YnpaBneHne nponyckamm wu3 BHelWHel cuctembl (6NOKMPOBKA, pPa3bIOKMPOBKa,
BO3BpaT);

MonyyeHne mn3 AMNK «BbacTUOH-2» BO BHELWHIOW CUCTEMY MHPOPMALUM O MEPCOHAX,
NponycKax, TOYKax npoxoda, nogpasaeneHmax, 4OKHOCTAX U O APYIrUX CPaBOYHUKAX,
[ocTynHbiX B AMK «bacTnoH-2»;

MonyyeHne mn3 AMNK «bacTMOH-2» BO BHELWHIOW cucteMy MHGopmaumMm o nocaegHem
MecTe npeabaABAeHUA NPONYCKa;

MonyyeHune n3 AMNK «bacTMOH-2» BO BHELLHIOK CUCTEMY CMIMCKA COBbITUI NO 3aaaHHOMY
NPONYCKYy;

MonyyeHue m3 AMNK «BacTMOH-2» BO BHELLHIOK CUCTEMY MCXOAHbIX AaHHbIX ANA pacyeTa
oTpaboTaHHOro BpemMeHu (Mmapbl COBbITUI «BXOA-BbIXOA»).

Cuctema noaaepkuBaeT OAHOBPEMEHHY paboTy ¢ Heckonbkumu AMK «BactnmoH-2». Ux
KOJINYECTBO OFrPaHUYMBAETCA ANLLEH3UEN HA MoAayb «bacTMOH-2 — UKC».

BO3MOXKHO co3aaHMe eMo-NNLEH3NM HA MOAY/b C OFPaHUYEeHUEM N0 BpeMeHM!.



bactnoH-2 — LTV-Gorizont

Moaynb obecneunmBaeT BO3MOMKHOCTb B3aMMOAENCTBMA C MpPOrpamMmMHbiM obecneyeHnem
cucTemMbl BUAeoHabntoaeHus LTV-Gorizont.

Mogaynb «bactnoH-2 — LTV Gorizont» no3sonaeT perncrpmposatb 60abWMHCTBO cobbiTuin MO
«LTV Gorizont» B npotokone AlMNK «bacTtnoH-2». [painBep BXOoAUT B KOMMAeKc «bacTMOH-2 —
Buaeo» n ncnonbsyet obuwme ana scex gparisepos suageocuctem AlMK «bacTMoH-2» moaynum u
TexHonornu. NepeyeHb OCHOBHbIX GYHKLMIA Apansepa:

NPOCMOTP «*KMBOFO» BUAEO OT BCEX Kamep B KaneHTckom MO «LTV Gorizont» Ha ntobom paboyem
mecTe AlMK «bacTMoH-2»;

oTobparkeHne NHTEPAKTUBHbLIX MUKTOrpaMm Tesiekamep;

NPOTOKOANPOBaHME COb6bLITUI OT BMAEOKAaHANoB (0BHapyMeHWe aOBUNKeHMA, nponagaHue /
BOCCTaHOB/IEHWE BMAEOCUIHaNa, NponagaHue / sBocctaHosaeHue ceasu ¢ MO «LTV Gorizont» u IP-
Kamepamm);

ynpasnieHne NoBOPOTHbIMU BUAEOKamepamu;

aBTOMaTMYecKoe ynpaBaeHue cuctemon no cobbitmam B AMNK «BactuoH-2» (BbiBOA
N306pa*KeHuns, BbINONHEHME NPeayCTaHOBOK, yNpaBaeHne BUAE03aMNUChIO);

npocmoTp BugeonHdopmaumm (BMaAeoapxmea) no cobbiTUAM

JIMueH3npoBaHue gpaliBepa NPoM3BOAMTCA NO YUCNY BUAEOKAHANOB.

Ona oTobparkeHua BMAeO MOAyAb B3auMoAencTByeT ¢ KameHTckum MO LTV-Gorizont. Ha Bcex

pabounx MmecTax, rae OyaeTr MCNoNb30BaTbCA 3TOT MOAY/b, Tpebyerca AOMNONHUTENbHAs

YyCTaHOBKa KAMEHTCKOro nporpammHoro obecneyeHus LTV-Gorizont.

Mozaynb HAaCTPONKN NOAKNKOUYEHNI

[ob6asneH oTAeNbHbIA MOAYNb ANA HACTPOMKKU NoAKAtoMeHUIM K cepeepam AMK "bactmoH-2". B
3TOM MoAy/1e 3343at0TCA NapameTpbl NOAKNOYEHMUA K:

CepBepy cucTembl;
ba3se gaHHbIX;
CepBepy NMLEH3UPOBAHUA.

MOHO HAaCTPOUTb HECKOIbKO NOAKAOYEHUN K pa3HbIM cepBepam U BbICTPO X KOMMYTMPOBATb.
dakTnyecku, ato aHanor moayna "KommytaTtop 6a3 aaHHbIX", KoTopbIn 6610 B AMNK "BacTtmoH" 1.7.

Ona cBoeit paboTbl moaynb TpebyeT npaB soKanbHOro aamuHuctpatopa Windows. Opyrux
NPOBEPOK NpaB He NPOU3BOANTCA.

OTAenbHOM NNLEH3UM HA 3TOT MoAY/b He TpebyeTca.

2.0.4-01.09.2014

[Cuctemal

[+] Noppep:kka KapT Mifare, BKntoyas paboTy ¢ 3alWmMWEHHON 061acTblo NAMATH.

[+] Nopaep:kka rpynn ynpaBaeHUs OXpaHoOM Ha YPOBHE A4pa CUCTEMbI.

[+] Nopaep:kka MexaHM3Ma rapaHTUPOBAHHOM AOCTaBKU U3MEHEHUI ANA APaNBEPOB.



[+] 3HaunTenbHOe ycKkopeHue 06paboTKM COBbITUI 3@ CYET ONTMMM3ALMU U UCMOIb30BAHMUA
MHOTOMOTOYHOCTMU.

[+] CywecTBeHHO pacluMpeHbl BCTPOEHHblE BOSMOXKHOCTUM agMUHUCTpUpoBaHua bl. lobasneHa
bYHKLMA yaaneHns cTapblX AaHHbIX U3 XKypHana cobbiTui.

[+] B gnuctpnbyTtmne BKAOYEH Moayb «bacTnoH-2 — MLUH».

[+] NoaaepxKa cuctembl «bacTUOH-2 — Penankauma».

[+] NoaaepKa paboTbl B 4EMOHCTPALMOHHOM pexxnume be3 Katoua HASP.

[+] Aob6asneHne paboumx cTaHLMIN B cucTeMy He TpebyeT nepe3anycka cepsepa CUCTEMbI.

[+] Noppep)kka cuctembl «bactmoH-2 — Web-3aABKa» € PyHKUMAMM MHOroypoOBHEBOrO
YTBEPKAEHUA NPOMYCKOB.

[+] B amncTpmnbyTnB BKAKOUYEHbI HOBblE ApanBepsbl: «bacTUoH-2 — MypeHa», «bacTnoH-2 — [po3av,
«bactnoH-2 — Tononb 3», «bacTnoH-2 — Forteza», «bactnoH-2 — CT», «bacTMoH-2 — UHTenneKk».

[*] UHcTannatop cuctembl nonHocTbio nepenuncad Ha WIX n Windows Installer. Cepsep Oracle
Tenepb Bcerga ycraHaBAuBaeTca oTaenbHo. Moaynb «APM YPB-Mpo» BKAtoYeH B 06Lwni
anctpmbyTtns AlMNK «bactnoH-2».

[*] 3ameHeHMA NMLEH3NOHHOM NOIUTUKMN.

[*] UcnpaBneHuns ownbok.

[BacTnoH-2 — Bugeo] Bepcus 1.0.1.

[+] [OobaBneHa BO3MOMXKHOCTb YCTAaHOBKM MWHUMANbHOM 33a[€PXKKU MexAay Bbl30BaMMU
npeAycTaHOBOK A/18 OAHOMN 1 TOM XKe KaMepbl.

[BacTnoH-2 - ELSYS] Bepcua 1.0.1.

[+] ApaiiBep NONHOCTbLIO NepenncaH, BbIMO/IHEH MO HOBOM TEXHOIOTMN «BHELLHEro ApanBepa.
[+] Nopaep»Ka oxpaHHbIX PYHKLMUIA U KOHTPONNEPOB.

[+] NoppepskKa mexaHNM3Ma rapaHTUPOBaHHOM OCTaBKMU U3MEHEHUIA B KOHTPOIIEPbI.

[+] Mopaep:kka rpynn ynpaBaeHUs OXpaHou.

[BacTnoH-2 — C2000] Bepcua 1.0.3.
[+] NoppepkKa rpynn ynpaBaeHUsa OXpaHoW.

[*] UcnpaBneHuna ownbOK.

[Bropo nponyckos]

[+] Noppep»kKa aBTOHYMepaLUUmM NPONYCKOB OTAENbHO ANA KaXA0ro TMna nponycka.
[+] YayyweH KOHTEKCTHbIN MOUCK NO OpraHM3aLMAM U NOAPA3AE/EHUAM.

[+] ThobanbHbIM NOUCK NO rpynnam ynpasaeHUA OXPaHOoM.

[*] UcnpaBneHuna ownbOK.



[OTyeT Mpo]
[+] YckopeHa 3arpy3ka moayns.
[*] AKTyanusmpoBaHa AOKyMeHTaums.

[*] UcnpaBneHuma ownbOK.
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